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This paper introduces a novel optimization framework for Network Functions Virtualization (NFV) that addresses
the efficient implementation of end-to-end service requests in physical networks. Our approach characterizes each
server node by a reliability function reflecting its computational load, which aids in balancing workloads and
mitigating congestion. By optimizing the reliability metric along the route, our approach ensures robust end-
to-end service quality. We formulate the NFV deployment problem as a non-convex mixed-integer non-linear
programming (MINLP) model aimed at minimizing both deployment and operational costs while maximizing
resource utilization, addressing also per-node installation conflicts and inter-VNF incompatibilies. Given the NP-
hard nature of the problem, we develop efficient linearization techniques and bounding schemes, using also
dynamic programming, to convert the formulation into a tractable mixed-integer linear programming (MILP)
model. Additionally, a cutting-plane-based heuristic with a warm-start strategy is proposed to further accelerate
convergence. Experimental evaluations on real-world network topologies demonstrate that our framework offers

scalable and cost-effective solutions compared to existing approaches.

1. Introduction

Network Functions Virtualization (NFV) has revolutionized mod-
ern network architectures by decoupling network services from dedi-
cated hardware and implementing them as software running on general-
purpose servers [1]. This paradigm shift enables dynamic deployment
of Virtual Network Functions (VNFs) that can be instantiated and ex-
ecuted by Communication Service Providers to efficiently scale ser-
vices based on demand. Beyond optimizing resource utilization, NFV
enhances network flexibility, and reduces both capital (CAPEX) and op-
erational (OPEX) expenditures. Besides its immediate application to the
management of network infrastructures, NFV enables new opportuni-
ties across diverse domains, such as cloud computing, edge and fog en-
vironments, and even industry-specific contexts like smart manufactur-
ing or healthcare [2], where dynamic and reliable service provisioning
is essential [3,4]. However, despite its promises, the deployment and
optimization of NFV systems pose complex challenges, particularly in
ensuring efficient resource allocation, network congestion management
and service reliability [5]. The design of effective NFV systems neces-
sitates robust optimization models to efficiently allocate VNFs to com-
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mercial off-the-shelf server nodes, while accounting for computational
capacity, traffic demand, and service reliability constraints. This prob-
lem is inherently complex [6], requiring advanced mathematical models
to balance cost minimization, efficient resource utilization, and service
quality. Also, the non-convex nature of the problem adds complexity,
requiring specialized techniques for effective decision-making.

In this paper, we address these challenges by introducing novel,
advanced optimization techniques tailored for NFV deployments. We
propose a comprehensive framework that assigns VNFs to server nodes
based on their congestion levels and demands, optimizing workload dis-
tribution and ensuring robust end-to-end service delivery. In particular,
the framework characterizes each server node through a reliability func-
tion reflecting its computational load: by optimizing the reliability met-
ric along the service route, our approach balances network workload,
mitigates congestion and preserves end-to-end service quality. By fo-
cusing on these latter objectives, our model also indirectly contributes
to improve energy efficiency by minimizing server overloading and re-
ducing unnecessary redundancy, thereby lowering overall energy con-
sumption in the network infrastructure. Lastly, our framework specifi-
cally targets the minimization of infrastructure costs, thus capturing the
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crucial trade-off between service quality, operational expenditures and
infrastructure maintenance that virtual and cloud service providers must
consider. Precisely, our contributions can be summarized as follows:

o Mathematical Modeling: We formulate the NFV deployment problem
as a non-convex Mixed-Integer Non-Linear Programming (MINLP)
model [7], incorporating routing constraints, VNF placement deci-
sions, and network capacity limitations. We further extend the model
by introducing binary parameters that specify whether a given func-
tion can be installed on a given node, enabling per-node VNF alloca-
tion restrictions. We also model conflicts between VNFs that cannot
be deployed together on the same physical node because of func-
tional or security incompatibilities.

e Linearization Techniques: We introduce a novel linearization ap-
proach, including dynamic programming-based reformulations, to
transform non-linear constraints in the original MINLP into a
tractable Mixed-Integer Linear Programming (MILP) model. This
transformation enhances computational efficiency and scalability for
large-scale networks.

e Heuristic Optimization: To address the NP-hard nature of the problem,

we develop a cutting-plane-based heuristic algorithm that combines

bounding schemes with a warm-start strategy. This approach acceler-
ates convergence by generating high-quality initial cuts and pruning
the search space effectively.

Baseline Approaches: We introduce and compare two baseline models.

The first baseline omits the key end-to-end reliability constraint, re-

vealing its critical role in preserving service guarantees. The second

baseline simplifies the reliability condition by imposing it directly on
individual server nodes, rather than on the end-to-end path. These
comparisons show the effectiveness of our model design.

e Performance Evaluation: We validate our framework on realistic
topologies derived from the SNDLib database and other NFV-relevant
datasets. Our model accounts for heterogeneous nodes (e.g., general-
purpose servers, SmartNICs, and PISA switches) and a wide range of
VNF types with specific computational demands. Experimental re-
sults demonstrate the framework’s effectiveness in minimizing costs,
improving reliability, and reducing congestion.

We conduct a detailed analysis of performance metrics such as to-
tal cost, execution time, node and link utilization. Numerical results
show the impact of key parameters, such as end-to-end reliability re-
quirements, volume and requested bandwidth of service demands, links
and nodes capacity, and VNF placement cost, on network configuration.
Considering realistic network scenarios, we show that at the highest fea-
sible end-to-end reliability guarantee our framework trades an average
increase in overall infrastructure costs of 1% with a corresponding aver-
age reduction of maximum server resource consumption equal to 46% in
the largest instance, which determines an average 23% higher fairness of
load distribution among network nodes. The interplay of links capacity,
nodes computational resources and feasibility of reliability guarantees
is also investigated, such to provide generalizable insights for service
providers. Overall, the proposed model achieves the optimal solution
in short computing times — most of the experiments are solved within
4 min and consistently faster than 7 min regardless of network topol-
ogy and service request demand — compared to compact ILP formula-
tions, demonstrating its suitability for real-time NFV orchestration. In
summary, our paper presents an integrated and realistic framework for
NFV optimization, combining advanced linearization and heuristic tech-
niques with rigorous evaluation on practical network scenarios. The re-
sulting solutions are both scalable and cost-effective, offering a valuable
contribution toward reliable, efficient, and flexible NFV deployments.

The structure of this paper is as follows: Section 2 defines the NFV
resource allocation problem, outlining its key components. Section 3
presents the mathematical formulation, detailing the objective function
and constraints governing VNF placement and traffic routing. Section 4
introduces a cutting-plane heuristic that constructs lower and upper
bounding models to relax complex constraints in the NP-hard NFV de-

Computer Networks 281 (2026) 112216

ployment problem. It also incorporates a warm-start strategy to generate
initial tight cuts, enhancing convergence. Section 6 analyzes numerical
results that demonstrate the model’s effectiveness in two real network
topologies. Section 7 discusses related works, while Section 8 concludes
the manuscript.

2. Problem statement

In this work, we address the problem of routing and resource opti-
mization for VNFs in end-to-end service requests, where requests can
be estimated based on their service contracts. Each server node is as-
sociated with a concave, non-increasing reliability function that captures
the total computational resources required to process all VNFs hosted
on that server. This function design effectively mitigates network load
by promoting an optimal distribution of workloads across servers. The
probability of successfully routing a request from its source to its des-
tination is then computed as the product of the reliability functions of
the servers along its path. Our objective is to minimize the total cost
of traffic routing and VNF deployment. This includes capital expendi-
tures (deployment costs of VNFs on servers), link costs (bandwidth us-
age), and server activation costs. While the objective explicitly targets
deployment and operational expenditures, it also implicitly promotes ef-
ficient utilization of computational and bandwidth resources, ensuring
that end-to-end service delivery satisfies a prescribed reliability thresh-
old.

We first formulate the problem as a non-convex MINLP and show
that it is NP-hard. To overcome the nonlinearity, we introduce a
linearization technique based on dynamic programming, enabling a
Mixed-Integer Linear Program (MILP) reformulation. Since solving
the MILP can become impractical for large-scale network instances,
we further propose a cutting-plane algorithm-based heuristic that
computes near-optimal solutions within less than 7 min of execu-
tion time. Finally, we evaluate the performance of our approach on
real-world network topologies and compare it against baseline solutions.

In the remainder of this section, we introduce the main defini-
tions and mathematical notations that will be used in the formulation
presented in the next section.

We model the physical network as an undirected graph G = (N, L),
where N and L denote the set of nodes and links. Each node n € N is
characterized by two resource capacities: the computational resource
capacity (e.g., CPU) denoted by sc,, and the bandwidth capacity (e.g.,
memory or disk capacity) denoted by sb,. A node may be a pure switch
without processing capability (sc, = 0), or a switch with attached NFV
middleboxes, or a server (sc, > 0). Nevertheless, irrespective of its pro-
cessing capability and whether it hosts VNF instances, the node incurs
a switching activation cost sa,, for each routed service request.

The set of all Virtual Network Functions (VNFs) that may be deployed
in the network is denoted by F. Each VNF type f € F is associated with
a processing capacity 6, i.e., the maximum amount of traffic (in Mbps)
that a single instance of VNF f can handle. VNFs may be hardware-
based (directly connected to switches) or software-based (deployed on
server components within nodes).

The operator is responsible for handling a set of end-to-end re-
quests K. Each request k € Koriginates at a source node o* and termi-
nates at a destination node t*. We assume that every request is routed
along a single path between its source and destination. The bandwidth
demand of request k is denoted by b*.

Given the processing capacity 6,, the number of instances of
VNF f required to process the traffic of request k is m'} = [%], where
m € Z*. Note that in our model m* does not represent a chain of se-
rial middleboxes that increases the throughput of a single flow by se-
quential processing. Instead, it denotes the total number of instances of
VNF f required to process request k, given its traffic demand b and
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the per-instance processing capacity 6. These instances contribute to
the computational load of the nodes on which they are deployed and
are used to model heterogeneous resource usage and load balancing
across the infrastructure, rather than an increase of per-flow bandwidth
through serialization. This abstraction is consistent with NFV deploy-
ments where the software implementation of a VNF can be scaled out
horizontally across virtual resources. If an operator prefers to enforce
that all instances of a given VNF type for a specific request must be
colocated on a single node, this can be achieved by adding integrality
constraints that force pkn to take either value 0 or m*, ensuring that the
full VNF processing demand is allocated to one node only.

Some VNFs cannot be deployed together on the same physical node
because of functional or security incompatibilities. We refer to these as
conflicting functions. For example, two VNFs that introduce mutual
performance degradation, or a firewall and a traffic monitoring func-
tion that must remain logically separated, are considered conflicting.
Let F* C F be the set of VNFs required to serve request k; then, the set
of conflicting VNF pairs for such request is denoted by FC* C F* x F*.

Thus, each request k € Kcan be described by the tuple {o¥, t*,
b, (f, m;) rerk}, which specifies its source, destination, bandwidth
demand, and the required VNFs with their respective number of
instances.

Each VNF f € F, incurs a deployment cost reflecting infrastructure
usage, resource allocation (CPU, memory, storage), licensing, and oper-
ational expenses. We denote by «, , the cost of deploying VNF f € F
on server node n € N. Parameter 'I’,f’ represents the amount of compu-
tational resources that must be allocated to VNF f on node n for re-
quest k € K. The feasibility of deploying VNF f on node n is expressed
by the binary parameter §, ,, which equals 1 if node » can support VNF
f, and O otherwise.

Each physical link (i, /) € L has a bandwidth capacity Ic;; and an
activation cost /a; ;. We assume that switches and links are perfectly
reliable, while servers are subject to load-dependent reliability degra-
dation. Each server n € N is associated with what we call a reliability
function R,, which is a non-increasing function of the total amount of
computational resources required to process all the VNFs hosted and
executed on the server. This function is therefore directly related to the
probability of successful data transit through the server. This captures
the empirical observation that failure probability is a non-decreasing
function of workload [8]: servers operating at high utilization exhibit
significantly higher error and failure rates compared to lightly loaded
ones. Hence, reliability decreases as server load increases. We further
assume that server reliabilities are independent. For a request k routed
along a path P with intermediate servers n = 1,2, ... i, the reliability of
the entire path (a measure of the overall congestion level on such path)
is given by the product of the reliabilities of the servers on that path:
H’n _, R, A path is considered reliable if it satisfies the request-specific
reliability threshold ;. Thus, for each request k € K, data from source o
must reach destination t* with probability at least 7, where 0 < 7, < 1.

Finally, Table 1 summarizes the parameters and variables used
throughout the paper.

3. Mathematical formulation

Our goal is to determine the placement of the network function in-
stances subject to the following constraints.
We start by addressing the routing problem. Each end-to-end request k €
K must transmit its traffic along a single physical path. This path is
defined using the indicator variables yf‘ and x*, which specify the links
(i,j) € L and nodes n € N traversed, respectively. These variables are
constrained by flow conservation rules:

1, if i = ok,
< W - Z y;f’i>= —1, ifi=1tk, Vke K,ie N.
{ilieL) UlGDeL) 0. otherwise
(@9)
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Table 1
Notations for parameters and variables.

Parameter Description

G(N,L) Physical network represented as a graph G with nodes n € N and links
(i,j) €L

sb, Bandwidth capacity of server n € N

sc, Computational resource capacity of server n € N (e.g., CPU)

sa, Activation cost of server node n € N

la;; Cost of using physical link (i, j) € L

le; Bandwidth capacity of physical link (i, /) € L

K Set of end-to-end service requests k € K

ok, Source and destination nodes of request k € K

b* Bandwidth demand of request k € K

7 Minium acceptable reliability threshold for request k € K
with0 <7, <1

F Set of Virtual Network Function (VNF) types f € F

Fk Subset of VNFs from F (F¥ C F) required to fulfill request k € K

FC* Set of conflicting VNFs for request k that cannot be deployed
simultaneously on the same node. FC* = {{f,, g}, ... {fm>&n}}, where
each pair f,,g € F¥,I =1...,m represents mutually conflicting VNFs.

8,y Boolean parameter indicating whether virtual function f is available on
node n.

a, Cost to deploy a VNF instance f € F on server node n € N

nk ; Required computational resources for an instance of VNF f € F
deployed at node n € N for request k € K

0, Maximum traffic that one instance of VNF f € F can process

m’f‘ Number of instances of VNF f € F required to process request k € K

Variable  Description

xk Binary variable: x* = 1 if request k € k is routed through node n € N, 0
otherwise

v Binary variable: yf; = 1 if request k € K is routed through link
(i, j) € L, 0 otherwise

p*f'" Integer variable: number of instances of VNF f € F deployed on server
node n € N for request k € K

L, Total computational resources consumed by VNFs on server n € N

U, Bandwidth consumed on server node n € N

R, Reliability of server node n € N

Pt Probability that request k € K successfully reaches node n € N from its

source of.

Here, the binary variable yf."j € {0,1} indicates whether request k is
routed through link (i, j). The binary variable x’; € {0,1} specifies
whether node n € N belongs to the physical path of request k as en-
forced by the following node-based routing constraints:

x’;5< 3 (y’""j+y§,n)> VkeK.neN, @)
UlpeL)

k k k .

x> (yw. + yM> VkeK.neN.(mj)eL.  (3)

Intuitively, if the path of request k € K does not traversenode n € N,
then ¥, e ( Vos t yjf,n> =0, forcing x* = 0 in constraint (2). Con-
versely, if the path does pass through node n, then one of either yﬁ,/
or yjf,n must equal 1 in constraint (3), which enforces x’; = 1. Similarly,
in constraint (3), when x* = 0, it indicates that y’;,j + yfi,n =0 for all ;.
Hence, constraints (2) and (3) together establish the relationship be-
tween the node/switch indicators x’; and route indicators yﬁ’j.

The link capacity constraint is expressed as:

z yl’.‘j % bk < ley
kek

v(j) € L. (€3]

This ensures that the total bandwidth allocated on each link does not
exceed its capacity /c; ;. Next, we guarantee that instances of each re-
quired f € F¥ for request k € K are deployed on servers located along
the request’s path. Formally, the number of required instances satisfies:
m.’; =Y.en p’}n # xk, Vk € K, f € F*. Since this relationship is not lin-
ear, we apply the following linearization:

p;ngml}*xln‘*ﬁnf VneN,keK,feFk, 5)
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kK _ k
Z Pyn =My
neN

Vk €K, f € F¥, (6)

where the integer variable p’j‘,n denotes the number of instances of func-
tion f € F deployed on server n € N for request k € K. Constraint (5)
ensures that if request k traverses server n (x’; = 1), then up to m* in-
stances of VNF f can be placed there, whenever available on such node
(6,7 = 1). Constraint (6) guarantees that the total number of deployed
instances across all servers equals the demand m*.

Constraints (7) ensure that virtual functions f and g cannot be de-
ployed simultaneously on the same node » for a given request k. The set
FC¥ consists of all such pairs of conflicting virtual functions, as sum-
marized in Table 1. Note that we could define a more general set FC,
independent of any specific request k. This set would encode all poten-
tial incompatibilities between virtual functions across the system. This
would allow us to reason about incompatibilities at the global level and
then potentially filter or apply them per request as needed:

k k

Py P
LSS L vne N,keK,f,ge FC~. %)
ml} m’g

It is essential to guarantee that the total bandwidth consumed on
each server node n, denoted by U,, does not exceed its available capac-
ity, sb,, :

Uy= Y Y, 0,0, Vne N, ®)
kek feF"
U, < sb, Vne N. ©

Similarly, the total computational resources required to process VNFs

on a physical server n € N, denoted by L,, are defined as:

L= Y ntyox ok, Vne N. (10)
keK feFk

These computational requirements must also respect the server capac-

ity:

L, <sc, Vn € N. 11

The reliability function of each server/switch node n € N is defined as
a non-increasing function of the total computational resources needed
to handle VNFs in constraint (10).

R,=H(L,) VneN. 12

Nodes acting purely as switches (i.e., without executing any VNFs) are
assumed to be perfectly reliable. For numerical evaluation, we adopt the
function 1 - (L, / sc,,)z.

Since server nodes operate independently, the probability of success-
fully delivering an end-to-end request to its destination can be defined
as the product of the reliabilities of all nodes along the chosen path. To
enforce the minimum reliability threshold 7, for each request k € K, we
impose:

k
1% 2n

neN

Vk € K. (13)

The assumption that server reliabilities are independent and that
the end-to-end success probability along a path is given by the prod-
uct of the reliabilities of the traversed servers is a standard simplifi-
cation in reliability-aware network design and NFV placement models.
In our context, this multiplicative structure is not intended to provide
an exact physical failure model of the underlying hardware and proto-
col stack. Rather, it serves as a tractable surrogate that captures how
placement decisions and induced loads affect the relative reliability of
different paths: heavily loaded nodes have reduced R,, so paths us-
ing them become less attractive when enforcing end-to-end reliability
guarantees. Congestion, routing logic, and hardware characteristics are
thus reflected implicitly through the dependence of R, on the node load
(L,). A more detailed modeling of correlated failures or protocol-specific
mechanisms could be incorporated in future work by appropriately re-
defining the node reliability function or by complementing the product
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form with additional constraints. Finally, note that constraints (8), (10),
and (12), together with the nonnegativity of the b*-, m-, 5 -, and x-values,
imply the nonnegativity of the U-, L- and R-variables.

Latency-aware formulation

While our main design objective is to balance cost and congestion-
aware reliability, latency is also a critical quality-of-service dimension,
especially in 5G/6G applications. In the present formulation we do not
explicitly consider delay, which allows us to isolate and analyze the
impact of reliability-aware placement on load balancing and resource
utilization. However, the model can be extended to incorporate latency
guarantees by associating each physical link (i, j) € L with a propaga-
tion and processing delay (d, ;) as well as each node n € N with a VNF
processing delay (v,) that builds up linearly with respect to L,, irrespec-
tive of the VNF type as

L
—ypesey ¢ L.
sc,

v, = Vgase + (vmux
We can then impose, for each request k, a bound on the total delay
along its routed path of the form:
D dgyh Y vk <D, VkeK.
(. )EL neN
Bilinear terms between bounded (integer) variables and binary vari-
ables can be linearized via standard big-M reformulations introducing
auxiliary variables (w’,j = L,,x’,j). In fact, in our model, p (number of in-
stances of VNF f deployed on server node n for request k) is an integer
variable, and L, (the total computational resources required to process
VNFs on a physical server n) is a variable defined linearly as a function
of p. Hence, the only non-linear element is the product L,x* = p‘/‘_/,nx’;.
Possible linearization. As stated before, we introduce an auxiliary vari-
able wk = L, x*. Then we impose the following constraints:

ko7 Jk
OSLU"SL,,X",
k
wngLn,
k T k
wnan—Lﬂ(l—xn), Vn, k

where f,, is a known upper bound on L, (for example, s¢).

Typical values for v?*¢, v™** and D™ in 5G softwarized networks
are of the order of sub-milliseconds, several milliseconds [9,10] and
tens of milliseconds [11], respectively. This extension introduces an ad-
ditional trade-off between reliability and latency: in some cases, routing
a request on a longer but less congested path may improve end-to-end
reliability at the cost of increased delay. A quantitative study of this
trade-off is left to future work.

3.1. Cost modeling

Resource allocation in NFV is driven both by cost considerations and
service performance. The number of deployed VNF instances plays a key
role in this trade-off: deploying more VNFs improves performance but
increases costs, while deploying fewer VNFs reduces costs at the risk
of degrading service quality. To capture the overall cost structure, we
classify expenses into three categories: capital expenditures, link activa-
tion costs, and node activation costs [1,5]. This classification provides
a structured framework for assessing the economic implications of NFV
deployments and supports informed decision-making in balancing cost
and performance.

Capital expenditures

Deploying a VNF instance on a server node incurs costs related to
standby energy consumption, licensing, image transfer, and booting pro-
cesses [12,13]. These costs, referred to as capital expenditures, are de-
noted by «, , for each instance of VNF f € F deployed on server node
n € N. The total capital expenditure of the network is given by:

Ccapex = z 2 Z pl}nan,f- a4

kEK fEF neN
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This expression quantifies the total cost of deploying VNF instances
across server nodes to satisfy service demands.

Link activation cost

Empirical studies on network power consumption show that devices
consume significant energy upon activation, while the incremental en-
ergy consumption due to traffic load is relatively small [14].

Hence, we express the total link activation cost as: i io

Clink = Z Z Yﬁjlai,j- (15)

keK (i.j)eL

This formulation captures both the energy and economic impact of
activating links to support service requests. In contrast to traditional
activation cost models, it also incentivizes the distribution of requests
across links, thereby promoting load balancing and reducing per-link
congestion.

Node activation cost

Activating network nodes also incurs costs. The cost associated with
node n € N is denoted by sa,, and reflects the expense of routing service
requests through it. These costs depend on the type and capability of the
node (e.g., server, switch). The total node activation cost is:

Crode = 2 Z x’;sa,,. (16)
keK neN

Besides accounting for the energy and economic impact of activating
a network node, this modeling also captures the processing overhead
(e.g., memory storage), energy consumption (from processing units,
cooling, and supporting hardware), and resource management overhead
(such as queues management) incurred per each handled service re-
quest. Moreover, it allows consideration of heterogeneous server types,
each with distinct cost structures.

Total cost function

The total cost is the sum of the above components:

Cmm/ =C,

capex

+ Clink + Cnode' (17)

Eq. (17) combines both deployment (capex) and operational (link
and node activation) costs. To extend the model over a time horizon,
operational costs can be scaled by a constant factor, which we normalize
to unity for simplicity.

The objective of the NFV resource allocation optimization problem
is to minimize C,,,,;, influencing both VNF placement and routing deci-
sions. This leads to the following MINLP formulation:

min C,,  (MINLP) (18)

s.t. (1) = (13).

Our problem is a specialized version of the integer multicommod-
ity flow problem, which minimizes total cost while satisfying demand
constraints. However, unlike standard formulations, our model incor-
porates function placement, reliability, and node capacity constraints.
Since the integer multicommodity flow problem is N P-complete [15],
our problem inherits the same complexity. Furthermore, constraints (12)
and (13) introduce non-convexity into the formulation. To guarantee a
globally optimal solution, we reformulate the problem as an equivalent
MILP in Section 3.2.

Comment on activation costs formulation

Note that an alternative formulation for C;;,, and C,,,, that just ac-
counts for activating costs can be easily obtained by modifying equations
(15) and (16) as follows:

* Eq. (15): €y = Tijper Wijlai,
* Eq' (16): Cr/tade = ZnEN Zysay
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where w; ; and z, are binary variables defined for every link (i, j) € L
and node n € N, respectively, with the following constraints:

w;; > yﬁj, Vk € K

R Yk € K.

With such alternative formulation, preliminary results show a perfor-
mance similar to our proposed formulation (18), but at the expense of
higher computational times and a reduced feasible region, and is there-
fore not further considered in the numerical evaluation.

3.2. Linearization of the mathematical model

In this section, we introduce a linearization technique inspired by the
approach outlined in [16] to reformulate the non-linear terms in con-
straints (13). To this end, we define a new variable pﬁ, which represents
the probability that request k € K successfully reaches node n € N from
its source, given that node n € N lies on its path. With this definition,
constraint (13) can be replaced by the following set of constraints:

pl;k = Ry, Vk € K, (19a)
Py < Rypy + (=5 ), vk e K,(j,n €L, (19b)
J AR Vke K,n€ N. (19¢)

Iflink (j, n) € L lies on the unique path of request k from its source o,
ie., y;?’n = 1, then the probability that the data generated by o* success-
fully reach node n is bounded by the probability of reaching its preceding
node j multiplied by the reliability of node n. Conversely, if yf’" =0, con-
straint (19b) becomes redundant. The minimum acceptable probability
is enforced by constraint p* > r,, which ensures that each request k € K
satisfies its reliability threshold ;.

However, constraint (19b) includes the bilinear term R,,p’? which
reintroduces non-convexity. To achieve a globally optimal solution, the
non-linear terms must be linearized. The linearization process is non-
trivial, as neither R, nor pj? are binary variables. To address this, we
propose a transformation that reformulates the non-linear model into
a mixed-integer linear program. Since each end-to-end request is as-
sumed to follow a single path, the computational resources consumed on
each server n € N are restricted to a finite set of values. Consequently,
the reliability of each server can also only take a finite number of val-
ues, determined by the reliability function in equation (12). By utilizing
the finite values for server computational resources and reliability, and
employing linearization techniques from non-convex programs as de-
scribed in [7,17,18], we can determine potential values for L, for all
n € N through the following two-stage approach.

o First stage
The process begins with a depth-first search (DFS). First, the DFS
is performed in the reverse direction along incoming links to identify
all sources that route traffic through server n. Then, a forward DFS is
executed from server n toward the destination to verify whether the
destination is reachable from n. Based on these searches, we define
K! as the set of requests for which the source can reach server n
and the destination is reachable from server n. In other words, K/
represents the set of requests for which server » is an intermediate
node on the path.
¢ Second stage
In this stage, we determine all potential values of L, by
computing every possible sum of the form ¥ cxn X rem ﬂ,’f, 1> for
each subset K” C K/ and F’ C F*. This problem can be effi-
ciently addressed using Dynamic Programming, which breaks the
computation into smaller subproblems. Without loss of gener-
ality, assume K/ ={1,2,...,|K}|} and F* ={f, fs,..., f|px}. De-
fine w,(q;,9,.s) as a binary variable that equals 1 if there ex-
ists a subset K C{1,2,....q;} and F C{f}.fs,...,f,} such that
Yhek Xser n}f’f =5, where ¢, =0,1,...,|K)|, ¢, = 0,1, ..., |F¥|, and
s =0,....min{sc,. Xyex Xyer iy, * my}. It is worth noting that
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w,(q,,49,,0) = 1 for all ¢, and ¢, since the empty set is a subset of ev-
ery set. Additionally, w,(q;, g, s) = 0 for any s < 0 because all ;154 are
non-negative. Furthermore, w,(0, ¢,, s) = w,(q;,0,s) =0 for all s > 0
since the only subset of the empty set is itself, summing to 0. For any
g1 =21, ¢, > 1, and s > 0, the recursion is:

w,(q;, 9, 5)

= max {Wn(’h -1,95,8),w,(q,,9,— 1,8, w,(g, —1,g, — 1,5 — r/%ﬁ)}.
In this recursion there are three alternatives depending on whether
request ¢, or function f, is being considered. As a result, all fea-
sible values for L, are associated with those values of s for which
w,(IK; |, |F|,s)= 1.

To model only discrete values for L,, we introduce binary variables
uj for each n€ N and g € {0,...,G,} where uf =1 if y, is chosen for
L, (and hence R, = ¢,), and 0 otherwise. Constraints (10) and (12) can
then be reformulated as:

Gﬂ
Z YUs = Z Z nifp’}n, Vne N, (20a)
g=0 keK feF
Gn
R, =) put, VneN. (20b)
g=0

To ensure that at most one discrete value from the sets I', and @,
is selected for the variables L, and R,, respectively, we introduce the
following constraints:

Gn
Dt =1, Vne N, (21a)
g=0
ut €{0,1}, vne N,ge{0,...,G,}. (21b)

After substituting equation (20b) into constraints (19b), the resulting
terms are either linear or nonlinear depending on whether they involve
the product u® p*. In the nonlinear case, we encounter the product of a bi-
nary variable and a bounded continuous variable, which can be replaced
by introducing a new continuous variable wff, defined as wf: =u pj?.
To enforce this equivalence, the following constraints are added, ensur-
ing that w‘;r’f takes the value of u;p} when the link (j,n) € L belongs to

the unique path for source o*, i.e., when yj?n =1:

wh < uf VkeK,(j,n) € L,ge€{0,....G,},
(22a)
Wi <V, ke K. € Lig € {0.....G, ).
(22b)
wh < pk, Vk € K,(j,n) € L,g € {0,.... G, },
(22¢)
wh 2 pk—(1—u$)—(1-y%),  VkeK,(.meLge{0,...G,}.
(22d)

Let y denote the set of (Y, X, p, U) satisfying constraints (1)—(9). Incor-
porating the above linearization, our MINLP can be reformulated as the
following equivalent mixed-integer linear program:

min Ctatal = Cc + Clink + Cnode

apex
s.t.
Y,X,p,U)E y (23a)
GVI
Z YelUs = Z Z nf,fp';n, Vne N, (23b)
¢=0 keK feF
GH
Z yguﬁ < sc,, Vne N (23¢)
=0
Gﬂ
R, = Z bul, Vhne N (23d)
g=0
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Gn
ul =1, Vne N, (23e)
g=0
pl;k = Ry, Vk € K, (23f)
Gn
P Y bt + (1 =3k, VkeK,(j,m €L, (23g)
g=0
>, Vke K,n€ N, (23h)
why < uf Vke K,(j,m) e L.ge{0,....G,}.
(231)
wh <y, Vk e K.(j.m € L,g€{0,....G,},
(23)
wh < pk, Vk e K,(j,n) € L,g € {0,...,G,},
(23K)
k k k .
wfn 2p =1 =u) ==y}, Vk e K,(j,n) e L,ge{0,...,G,}.
(23D
uf €{0,1}, vne N,ge{0,...,G,}.  (23m)

As observed, the size of the MILP problem depends on the value
of G,. For large values of G,, solving the MILP directly may be
computationally prohibitive. Therefore, in Section 4, we introduce an
alternative solution methodology based on a cutting-plane approach,
designed to handle large-scale instances efficiently.

Discussion of the second stage’s computational complexity

The computational complexity of the second stage is
O(IK|min{sc,, ¥k X rer ”f,f s m’}}). In fact, this stage can be
viewed as a variant of the Subset Sum Problem, where instead of
verifying the existence of a specific target sum, we compute all
achievable sums.! Since the maximum possible subset sum is given
by min{(sc,, Lyex Xyer iy, - my}, it is bounded by sc, and in practice
remains relatively small,” as in [19]. To address this, we define a
Boolean Dynamic Programming (DP) table (denoted as w,) to store
all achievable subset sums. We then iterate over all elements in K,
ensuring that we efficiently track possible sums without needing to
store explicit subsets.

In fact, the goal is to avoid the exponential storage required by enu-
merating all possible subsets. A naive method would be to explicitly list
every subset of requests and VNFs, which requires @(2/KI''F1) space and
time in the worst case. In contrast, we use a Boolean DP table that only
records whether a given total computational resource consumption s is
achievable. Therefore, we define w,(q,, g5, s) as follows:

e w,(q,,q,,5) =1 if, using the first ¢, requests and the first g, VNFs,
there exists a subset whose total demand equals s.
* w,(q),q,,5) = 0 otherwise.

In other words, w,(q;,¢,,s) = 1 means that the value s can be achieved
using the first ¢; requests and the first g, VNFs, while w,(q;,¢,,s) =0
means it cannot be achieved. Note that the DP table does not store
subsets themselves but only feasibility information (i.e., the achiev-
able sums). The table is filled recursively: for each new element, ei-
ther we exclude it (inheriting feasibility from the previous state) or we

! The Subset Sum Problem is NP-complete and enumerating all subsets is
exponential in general. However, when the largest possible subset sum is not
too large, a pseudo-polynomial time dynamic programming (DP) algorithm can
solve it in @(nS), where n is the number of items and .S is the maximum sum
[19].

2 Our numerical results confirm this, showing that even in the worst-case sce-
nario, the maximum is 16, while the minimum is 2. Hence, the set of all possible
subset sums consists only of even numbers between 2 and 16, depending on sc,
which is computationally manageable.
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include it (adding its demand value to an already feasible sum). With
this construction, the required storage and computations are reduced

from exponential (O(2/KI"F1)) to pseudo-polynomial, namely (9(|K |-

min {sc,,, Ykek Zyper iy, my }) This efficiency comes from the fact

that we only need to store whether each sum up to the capacity bound
sc, is achievable, instead of explicitly storing all subsets.

3.3. Service-chain ordering

In the formulation presented so far, each request k € K is associated
with a set F;, of VNFs and a required number of instances m* for each
f € Fy, but no explicit ordering is imposed among VNFs. In many NFV
deployments, however, service chains must respect precedence relations
(e.g., DPI before Firewall, Firewall before Proxy). According to what is
proposed in [20], we propose the following ordering for VNFs: 1) NAT,
2) Firewall, 3) IDS and 4) Proxy. Furthermore, we show how the model
can be extended to support such ordering constraints without altering
its mixed-integer linear structure.

For each request k € K we define the set O, C F, X F, of ordered
VNF pairs, where (f,g) € O, indicates that VNF f must be executed
before VNF g along the path of request k (from o, to 7;). To capture
where each VNF is executed, we introduce binary variables

1, if at least one instance of VNF f for
Zp, = request k is deployed on node n, VkeK, feF,neN.

0, otherwise,

These variables are linked to the existing routing and placement vari-
ables as follows:

2, < x5, VkeK, f€F,neN, 24
Py < mly 25 5, VkeK, f€F,neN, (25)

where x’; indicates whether request k uses node n, p"n denotes the
number of instances of VNF f deployed on node n for request k, and
8,s is the deployment indicator of VNF f on node n. Constraint (24)
ensures that a VNF can only be hosted at nodes that belong to the path
of the request, while (25) forbids allocating VNF instances on nodes
where either z¥ , = 0 or the VNF is unavailable (5, = 0). Together with
the original demand constraint

2 7=y

neN

Vke K, f € F,

this preserves the possibility of distributing the m‘j‘, instances of VNF f
across multiple nodes, as in the base model.

To reason about the position of each node along the path of request k,
we introduce hop-index variables h’;, which take integer values bounded
by [N| - 1:

0 <k < |N|I-1, Vke K, neN, (26)
and we assign hop index zero to the source node:

hy =0, vk € K. (27)
For each directed link (i, j) € L, we impose

Hy = hf 1= M(1-y)), Vke K, (i,j) e L, (28)

where M is a sufficiently large constant. If link (i, j) is used by request
k (i.e., y{.‘j = 1), then (28) enforces hj? > hf.‘ + 1, so hop indices strictly
increase along the path. When yf.‘j =0, constraint (28) becomes non-
binding.

We now define, for each request k and each VNF type f € F,, the last

and first hop indices at which instances of f are executed. Intuitively,

H}“"‘X~" =max{hf : 2§ =1, ne N}, H}“i“’k =min{A} : 2k =1, ne N},
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so that H™* and H™* capture, respectively, the farthest and earliest
positions at which VNF f is hosted along the path of request .
To linearize these definitions, we introduce binary selectors K;n and

u® such that:
fn

1, if node n is selected as the last node hosting VNF f for
25, = request k,
0, otherwise,

1, if node n is selected as the first node hosting VNF f for
up, = request k,
0, otherwise,

forallk € K, f € F,,n € N. Since m’} > 1 by assumption, each VNF must
have at least one hosting node, hence a first and a last node. We impose:

<2, Vke K, f € F, n€ N, (29)
>k =1, VkEK. f€F, (30)
neN

uf, <z, VkeK, f€F, neN, (€20)
Yok =1, Vk e K. f € Fy. (32)
neN

The variables H;“""k and H;““'k are then linked to the hop indices
as follows:

H}nax,kzhl:_M(l_zﬁn), Vke K, f€F,neN, (33)

H}nax,k <HE+M(1-7%), Vke K, f€F, neN, (34)

HP™ < nb 4 M(1-25), VkeK, f€F,neN, (35

H}nin,k > 1k = M(1-uk), VkeK, f€F,neN. (36)
max.k

Constraint (33) ensures that H is at least the hop index of every

node hosting VNF f (i.e., with z’}: = 1), while (34) pins H;“”"k to the
hop index of the unique selected last node with f;ﬂ = 1. Similarly, con-
straint (35) ensures that H}"i"'k
node hosting VNF £, and (36) ties H}"i"’k to the hop index of the unique

selected first node with u?n = 1. Taken together, these constraints en-
force

is no larger than the hop index of any

HP™ = max{hf 2 2k =1ne N}, HP™ =min{hf : 25 =1,ne N},

for each request k and VNF f.

We can now impose the desired service-chain ordering. For each re-
quest k € K and each ordered pair (f,g) € O,, we require that every
occurrence of VNF f along the path of k strictly precede every occur-
rence of VNF g. This is enforced by the linear constraint

Hy™ 41 < HM™,  VkeK, (f.8) € Oy @7

Since H™* and H ;,"i“’k represent, respectively, the last hop at which
VNF f is hosted and the first hop at which VNF g is hosted for request
k, constraint (37) guarantees that all nodes hosting f are placed before
all nodes hosting g along the path. This extension preserves the linear
structure of the overall formulation and can be activated whenever ex-
plicit service-chain ordering is required.

Illustrative example with distributed VNF instances

To illustrate how the proposed extended formulation handles dis-
tributed VNF instances while enforcing a strict service-chain order, we
consider a simple NFV infrastructure with four nodes and a single di-

rected path (see Fig. 1):
N ={1,2,3,4}, L={(1,2),(2,3),3,4)}.

We consider a single request k with source o, =1 and destination
t, = 4. The request is routed along the path

1-2-53-4,
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so that y, = b, = )&, =l and xk = 1 for all n € {1,2,3,4)}.

The request requires two VNFs: DPI and Proxy. Let f; denote DPI
and f, denote Proxy, so that F, = {f|, f,}, and assume that the service
chain must execute DPI before Proxy. Formally,

Ok = {(f1’f2)}-

To highlight the possibility of distributing instances across multiple
nodes, we set

ko_ ko _
mf] =2, mf2 =1.
Using constraints (26)-(28), we assign hop indices along the path as
k _ k_ k _ k _
re=0, nk=1, nk=2 nk=3

Feasible distributed placement. Suppose that the two instances of DPI are
placed on nodes 2 and 3, while Proxy is placed on node 4. A feasible
placement that satisfies the demand constraints is then

k _ k _ k —
Pra=b ppa=l ppa=t

with all other p’} ,=0.In particular,

kK _on_ ok ko 1 — 0k
prl,"_z_mfl’ przvn_l_mfz’
neN neN
so that the required number of instances for each VNF is satisfied.

_ Lk _ ko ;
By constraint (25), we must have zk 1o =z 3= land z a = 1, while

all other z = 0. The sets of nodes hosting each VNF are therefore

Sisn

fneN:Zf =1}={23), (neN:zj =1)={(4).

We now choose the selector variables so that node 2 is the first node
hosting f, and node 3 is the last node hosting f,, while node 4 is both
the first and last node hosting for

ko _ ko _ ko _

who=1, k=1 k=1 k=

and all other f"‘ ’; = 0. By constraints (33)-(36), we obtain
min,k k max,k k _

HfM =ni =1, Hp™ =nk=2,
mink __ max,k _ gk _

Hf2 = Hf2 = h4 =3.

The ordering constraint (37) for the pair (f}, f,) € O, then reads

H}'I“X‘k+1 < H/'f:"’k = 2+1<3,

which is satisfied. Thus, even though DPI is distributed over two differ-
ent nodes (2 and 3), and Proxy is placed on a third node (4), the model
correctly enforces that all DPI processing precedes any Proxy processing
along the path.

Infeasible placement with reversed order. Consider instead a placement
where the two DPI instances are still hosted on nodes 2 and 3, but Proxy
is hosted on node 2, i.e.,

k _ k _ k —
Pra=b ppa=b rp,=1

and all other /’I}.n = 0. In this case,

nenN:zk =1)={23), (nenN:Z =1)={2}.

A consistent choice of selectors is to pick node 2 as both the first and
last node hosting f,, and node 2 as the first and node 3 as the last node

hosting f:

ko_ ko _ k
Upo=b fra=b up,
The corresponding hop indices become

= ko —
=1, ¢ ,=1

HIM S gk =1 T = =,
mink __ max,k _ gk _
Hf2 = Hf2 = h2 =1.

The ordering constraint (37) then reads

H}'I‘“‘k+1 < H'f“;""k = 2+1<1,

which is violated. Intuitively, placing Proxy at node 2 means that some
traffic would be processed by Proxy before being fully processed by DPI,
which contradicts the required service-chain order f; < f,. This place-
ment is therefore correctly declared infeasible by the model.
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DPI f, DPI f, Proxy f,
] (o) (3) @
G N N
n=0 =1 =2 ne=3

Fig. 1. Illustrative example with distributed DPI instances. Request k is routed
along the path 1 — 2 - 3 - 4 and must execute DPI f, before Proxy f,. Two
instances of DPI are placed at nodes 2 and 3, while Proxy is placed at node 4. The
hop indices (hf, k¥, h%, k%) = (0,1,2,3) encode the position of each node along
the path. In the placement shown, the ordering constraint H; maxk 4 1 < MK jg
satisfied, so all DPI processing precedes any Proxy processmg along the path

4. Cutting plane-based heuristic

As previously discussed, the proposed model is NP-Hard, and the
exact formulation presented in Section 3.2 may become impractical
for large-size network instances. To address this issue, we introduce
a cutting-plane-based heuristic designed to obtain an optimal solution
to our problem. As observed previously, one of the main challenges
in solving the MINLP problem lies in handling constraints (12) and
(13). Hence, the proposed heuristic leverages reformulated lower- and
upper-bounding models for these constraints, allowing the problem to
be approximated efficiently. The algorithm then iteratively refines these
bounds by adding cutting planes, thereby converging toward the opti-
mal solution.

4.1. Lower and upper-bounding models

To tackle the complexity of the original MINLP model (18), we de-
sign two bounding formulations: a lower-bounding model and an upper-
bounding model. Both formulations approximate the cumulative compu-
tational resources required at each server node and translate them into
corresponding reliability values. These bounding models serve as relax-
ations or approximations of the original formulation, and their objective
values provide valid lower and upper bounds for the original problem.
The construction of both models follows the same general idea:

o First, we replace constraint (13) with constraints (19a), (19b), and
(19¢).

e Then, we approximate the actual cumulative load L, of each server
node n by rounding it either downward (lower-bounding model) or
upward (upper-bounding model).

e Finally, the estimated value of the node reliability R, is substi-
tuted into the MINLP model (18), leading to two bounding formula-
tions that can be linearized using the same technique introduced in
Section 3.2.

The details of the construction are presented separately for the lower-
and upper-bounding formulations.

Lower-Bounding Formulation

For the lower-bounding formulation, we begin by identifying u, + 1
possible sums of the form ¥,y ¥ rcpu p’;n, which represent potential
values for the cumulative computational resources L, of server n. These
values are collected in the ordered set {d,, ...,d ) }, where dy <dgy,Vg=
0, ..., u, — 1. It is evident that for each server n, the smallest possible value
of d, is 0, and since each request visits every server at most once, the
largest possible is 3, cx ¥ re p . Thus, the actual cumulative com-
putational resources required to process VNFs of server n 11e within the
interval [dy,d, ], where dy =0 and d,, = ¥ cx X rerx p . The corre-
sponding value of R, can then be computed using the rehablhty function
in equation (12), evaluated at each d,, yielding the set { H, ..., H, . }- No-
tably, H,, = 1, and since H is non-increasing in L,, we have H, > Hy,
forg=0,..,pu,—1.
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Next, we approximate L, by rounding it down to the nearest value in
{dy, ..., dﬂn } that does not exceed the actual load of server n. To achieve
this, we introduce a binary variable i, which equals 1 if L, > d,, and
0 otherwise, for each n € N and g € {1,2, ,;4,,}. This relationship is
enforced by the following set of constraints:

L,—d,+1
s > -

Ziek Lyerk Ppy — dg +1
Accordingly, the estimated reliability for the lower-bounding problem,

denoted by RL, can be computed as:

n?’

R VneN,ge{l,Z,...,yn}. (38)

Hn
RE=1+) % (H, - H_)) (39)
g=1
The lower-bounding model is then obtained by modifying the original
MINLP formulation (18) as follows:

e Replace constraint (13) with constraints (19a), (19b), and (19c¢),
* Substitute R, in the MINLP model (18) with RL,

o Add constraint (38) to the model,

¢ Replace constraint (12) with equation (39),

e Impose binariness restrictions on the i -variables.

Since L, is rounded downward, the estimated reliability R, tends
to overestimate the actual reliability of each node n. Consequently,
if constraints (19a), (19b), and (19c) are fulfilled based on the
reliability values of server nodes, they should also be satisfied using
the overestimated reliability values. Also, each feasible solution of the
original MINLP model (18) is a feasible solution of the lower-bounding
problem. Therefore, the feasible region of the lower-bounding problem
is a relaxation of that of model (18), and the objective value of the
lower-bounding solution provides a valid lower bound for the original
problem.

Upper-Bounding Formulation

Similarly, the upper-bounding model is obtained by rounding L, up-
ward. To this end, the definition of the auxiliary binary variables i is
revised as follows:

= 1, ifL”>dg
n 0,

otherwise,
This condition is enforced by the following forcing constraints:
L,—d
i > "
2kek Lyerk Pry —dg

The estimated reliability value in the upper-bounding model is then
computed as:

Vne N,g e {O,...,yn—l}.

R VnGN,gG{l,Z,...,ﬂn}. (40)

Hn=1

RY =14 ) @« (Hyyy — Hy). (41
g=0

Accordingly, the upper-bounding model is obtained from the
MINLP (18) by applying the following modifications:

¢ Replace constraint (13) with constraints (19a), (19b), and (19c¢),
* Substitute R, in the MINLP model (18) with RY,

o Add constraint (40) to the model,

¢ Replace constraint (12) with equation (41),

e Impose binariness restrictions on the i -variables.

The lower- and upper-bounding formulations can both be linearized
using the same technique introduced in Section 3.2.

Cutting Plane-Based Iterative Method

To find an optimal solution for the original MINLP model (18) we
design an iterative method based on a cutting plane algorithm applied
to the lower-bounding formulation. The procedure can be summarized
as follows:
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e We first construct the lower bounding model using the sub-

sets {d, ....d ﬂn} and {H,... H #”} and obtain an integer-feasible so-

lution, (}_’, X, E,ﬁ), using the branch-and-bound method [21].

¢ We compute the actual values of L, and R, using equations (10) and
(12), respectively.

e We evaluate the reliability of each end-to-end request k € K and
node n € N, and identify any requests that fail to meet their reli-
ability threshold z,. Since the lower-bounding problem is a relax-
ation of the original MINLP, the actual reliability of some paths
may fall below 7,. We denote the set of such violated requests as
K CcK.

- If K =, all requests satisfy the reliability constraints, and the
integer-feasible solution of the lower-bounding problem is also
feasible for the full model (1)-(13).

- If K # §J, then the reliability of some requests k € K falls short of
74, and the current solution must be refined.

e We apply a cutting plane to exclude the current infeasible solution of
the lower-bounding model, as discussed in Section 4.2. In addition,
we adopt a Warm-Start strategy (Section 4.3) to accelerate conver-
gence and improve the quality of the initial valid inequalities. For
this purpose, we define two parameters, LB and U B, which repre-
sent the lower and upper bounds of the objective function, respec-
tively:

- The initial value of LB, denoted by LB, is obtained from the
objective value of the linear relaxation of the MILP reformulation
presented in Section 3.2.

- The initial value of U B, denoted by UB’, is derived under the
assumptions that yl’.f/. and x’; are binary variables , and that p’}n is
an integer variable bounded by m’}. Thus, U B’ can be expressed
as:

TEDIIDNTIES JD IS ) EA e

keK feF neN keK (i,j)eEL keK neN

An algorithmic description of the heuristic is presented in
Algorithm 1.

Algorithm 1 Cutting plane-based heuristic for the proposed problem.

1: Input: All parameters, K = @, tolerance e, initial bounds LB = LB’
and UB=UB'.

: Output: Optimal reliable design.

3: Formulate lower and upper bounding models using subsets

{do,...,dﬂn} and {HO,...,H””}.

N

4: Add initial cuts (44)-(49) to both models.
5: while UB—- LB > e do
6: for each n € N do
7: Compute L_n and R_n using Egs. (10) and (12).
8: end for
9: Set K = g.
10: for each k € K kdo
11: if [T,y R, < 7, then
12: K <« Ku (k).
13: end if

14: end for
15: if K = ¢ then

16: Return solution with current bounds LB, U B.
17: else

18: for each k € K do

19: Add cut (43) to both models.

20: end for

21: end if

22: end while
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4.2. Valid inequality

Consider the case where a subset of end-to-end requests cannot be
assigned with a reliable path, i.e., K # §. In such situations, it becomes
necessary to introduce a valid inequality that excludes the current solu-
tion from the feasible region of the lower-bounding problem and recti-
fies the violation. Adjusting a violated path can involve at least one of
the following two actions:

e Path modification: modify the violated path of the end-to-end re-
quest k € K from its origin o to its destination r*.

e Resource adjustment: reduce the total computational resources al-
located to physical servers along the violating path.

To formalize this, for each request k € K, we define the following sets:

e [k: the set of links used by request k from its source o* to its desti-
nation ¥, Formally, L* = {(i, ) € L| yff’j =1}, where yffj of the corre-
sponding decision variable y,{fj in the current solution of the lower-
bounding problem.

e P¥: the set of physical servers located along the violated path of
request k. Specifically, P¥ comprises nodes n for which the variable
xk in the current solution of the lower-bounding problem has a value
greater than zero. This can be expressed as P* = {nlg > 0}, where

E represents the value of the variable x* in the current solution of
the lower-bounding problem.

o F*: the set of all virtual functions f € F¥ deployed on servers in P¥
whose associated p-variables equal 1 in the current solution. For-

mally, F¥ = (f|f € Fk.ne P",%: 1}, where prn is the value of
variable p‘}n in the current solution of the lower-bounding problem.

To adjust a violated path for request k € K, at least one of the vari-
ables p’}n or y,’.‘j must be forced to zero in the current solution. This
requirement is captured by the following inequality:

2 a=dy+ ¥ -y (43)
feFk {G.)eL}

Inequality (43) constitutes a valid cut for the MINLP model (18).
Since request k is a violating request, if the left-hand side of inequality
(43) equals zero, then request k follows exactly the same path as before,
and the total computational resources on every physical server in P are
at least as high as they were in the previous solution. Consequently, such
a solution should be infeasible for model (18). Therefore, inequality (43)
is a valid constraint that eliminates the current infeasible solution of the
lower-bounding problem, as its left-hand side evaluates to zero in that
solution.

4.3. Warm-start strategy

Slow convergence in the early iterations may result from the gen-
eration of low-quality valid inequalities. To address this issue, we im-
plement a warm-start strategy that generates an initial set of tight cuts.
The warm-start includes two families of inequalities that exploit basic
flow and capacity properties of the network: connectivity constraints
and cover constraints.

¢ Connectivity constraints: According to the flow conservation prin-
ciple (constraint (1)) for any intermediate node n € N — {0, ¥}, the
presence of any incoming link for request k implies at least one out-
going link, and vice versa. This requirement yields the following con-
nectivity constraints:

o< Y v, VkeK.mjpeLneN-—{(K),  (44)
{hl(h.n)eL}
VinS X Ve VkEK.(GmeLneN-(di) (45

{n|(n,n)eL}
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¢ Cover constraints: Cover inequalities enforce that, for each source-
destination pair, the total bandwidth leaving the source or entering
the destination is at least the request bandwidth b*:

Y ek W,z Vkek, (46)
Ul HEL)

Z lcj.f"yj,rk > b, VkeK. 47)
(JlG.eLy

Additionally, if for a node n € N, we have {k € K|n = o*} # #,
then the aggregate outgoing capacity from » must cover the sum of
their bandwidth demands:

D lepph,z Y bk “48)

{jlok. HeL) ke{keK|n=0k}

Analogously, if we have {k € K|n =t} # J, the following con-
straint is considered:
DI (49)

z le; gk yf -
{jlG*)EL) ke{keK|n=tk}

5. LB-greedy: Load-balanced greedy heuristic

As an additional approach, we consider a simple load-balanced
greedy heuristic, denoted LB-Greedy. LB-Greedy is designed to approx-
imate reliability-awareness through load balancing, without explicitly
computing end-to-end reliabilities or performing any local search.

The heuristic processes the set of requests K sequentially and main-
tains, at each step, the current load L, on every node n € N. The load-
dependent reliability model used in the MILP implies that nodes with
lower normalized load L, /s are more reliable: LB-Greedy exploits this
by penalizing heavily loaded nodes during both path selection and VNF
placement. The algorithm proceeds as follows:

1. Initialize all routing variables yf.‘j, placement variables pkn, and node
loads L, to zero. Compute residual capacities for all nodes and links.

2. Fix an order in which to process the requests (e.g., non-increasing
bandwidth demand b, or simply a random permutation).

3. For each request k in the chosen order:

(a) Path selection. For each request k, we first build a residual graph
that only contains links with enough remaining bandwidth to
carry k. Let r;; denote the residual capacity of link (i, /) at the
current iteration, and define
rig =15 = 2 by yﬁ‘j’,

k' €Kgerved
where K.eq is the set of requests already routed and placed. We
then restrict the set of links to

Li={G. /)€ L :ry=b},

and run a shortest-path algorithm on the reduced graph G, =
(N, L) using load-aware link weights

w--=l‘.’.+ﬁl<£+ﬁ> (i,)) € Ly
A 2\ ¢ s;f ’ ’ ’
where § > 0 is a tuning parameter and L,/s¢ is the normalized
load of node n. If no path exists between the source and destina-
tion of request k in G,, the request is marked as unsatisfied and
the algorithm proceeds to the next one. Otherwise, the resulting
path P, is selected and the corresponding routing variables yf.‘j
are set to 1 for all (i, j) € P,.
(b) Set y{.‘j =1 for all links (i, j) € P, and mark all nodes on P, as
used by request k.
(c) Greedy VNF placement. For each VNF f € F; and for each re-
quired instance of f:
i. Consider the set of nodes on P, that are allowed to host f and
have sufficient residual processing and memory capacity for
request k.
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ii. For each candidate node » in this set, compute:
o the incremental cost AC(n) of placing the instance on n,
including the per-node activation cost if this is the first
VNF placed on » for any request;
e the normalized load L, /s¢ before placement.
iii. Define a simple score

LI!
S, =ACH) +y =2,
Sn
where y > 0 is a load-penalty parameter. Select the node n*
that minimizes S,,.
iv. Place the instance of f on n*, update p’}n*, update the load
L,« and the residual capacities.

v. If no feasible node exists for a given instance (i.e., all can-
didate nodes violate capacity constraints), mark request k as
unsatisfied and optionally remove its routing and previously
placed VNFs.

4. After all requests have been processed, compute the total cost and
the end-to-end reliability Rel, for each request k using the same def-
initions as in the MILP model.

Although LB-Greedy does not explicitly optimize end-to-end relia-
bility, it indirectly promotes reliability by routing and placing VNFs on
less loaded nodes, which are more reliable under the load-dependent
failure model. This makes LB-Greedy a stronger baseline than purely
unreliable or locally reliable schemes, while remaining extremely easy
to implement and significantly faster than both the exact MILP and more
elaborate metaheuristic.

Note that, in all heuristic experiments, we set the load-aware param-
eters # and y so that the load terms in the path and placement scores
have the same order of magnitude as the corresponding economic costs.
More details on the tuning of such parameters are provided in Section 6.

6. Numerical results

In this section, we evaluate the performance of the proposed op-
timization model (23) (namely, End-to-End Reliable Model, E). First, we
compare its performance with those obtained in our previous work [22],
where each VNF instance is able to process the same amount of traffic,
requires the same computational resources, and is not subject to either
deployment or incompatibility constraints. We refer to this latter base-
line as Homogeneous VNF Model (H). Then, we compare the performance
of model E against two baseline approaches, designed to partially or
fully relax the end-to-end service reliability constraint, i.e., constraint
(13). Specifically, we define the two following baselines:

1. Unreliable Model (U): this strategy ignores constraints (13), i.e., it
removes the end-to-end reliability requirements, enforcing only node
capacity limits.

2. Locally Reliable Model (L): it imposes reliability locally at each node
rather than across the entire service chain. In practice, constraints
(13) are substituted by:
R > 1, vke K,neN. (50)

Finally, in addition to the considered baseline approaches, we consider

the simple load-balanced greedy heuristic proposed in Section 5, and

compare the corresponding performance with those obtained by our
proposed approach.

The network topologies, link capacities and associated traffic de-
mands (i.e., source-destination pairs — o and ¥ — and flow amounts — b¥)
are extracted from the SNDLib database [23], a key resource in network
design research. In the following, we describe the experimental setup,
the service reliability model, and the metrics used for the performance
evaluation.
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Table 2
Parameters setup.

Nodes [22]

Cost [$] (sa,): V([3000, 5000])

Network Node CPU Capacity [#] (sc,) Processing Capacity [Gbps] (sb,)
Server 8 40

SmartNIC 12 80

PISA 16 160

Links [22,23]

Capacity [Gbps] (Ic; ;): As from [23]

Cost [$] (la; ;): U'([100, 1200])

VNF Requirements [24,25]

Cost [$] (a, ;): U([50, 1000])

Network Function  CPU Required [#] (n*

n,,

/) Processing Capacity [Mbps] (6,)

Firewall 4 900
Proxy 4 900
NAT 2 900
IDS 8 600

Experiments design

From the options available, we select from the SNDLib database two
topologies, namely Abilene, consisting of N = 12 nodes and 15 bidirec-
tional links, and Germany50, consisting of N =50 nodes and 88 bidi-
rectional links. For each topology, we conduct several experiments in-
vestigating the interplay between three critical aspects related to VNF
placement: i) the variation in the service demand (i.e., the number
|K| of service requests in the network), ii) the variation in network
nodes computational resources (sc,) and links physical capacity (/c; j),
and iii) the variation in the service requests reliability threshold 7,
(i.e., the tightness of constraints (13)). For the Abilene topology, we
set |K| € {2,4,6,8}, whereas for Germany50 we let |K| take values in
{8,12,16,20,24,28}. In both scenarios, 7, is set to the same value for all
requests ranging from O to 1 in increments of 0.1. We consider three types
of network nodes, each endowed with specific computational and stor-
age capabilities [1], namely: off-the-shelf servers, SmartNICs and PISA
switches. Also, we distinguish four VNF types, characterized by differ-
ent processing capacity (6 f) and resource requirements (11:," f) [24], that
are: Firewall, Proxy, Network Address Translation (NAT) and Intrusion
Detection System (IDS). Regardless of the selected type, the cost a, ;
to install one VNF instance is randomly drawn in the interval [50, 1000]
US dollars ($), as done in [22,25]. Each request k that must be routed
in the network is randomly assigned a subset of the mentioned VNFs,
whose instances are then installed according to each request’s traffic de-
mand, b*. Table 2 summarizes the values of i) computation capability
(sc,) and bandwidth (sb,) available at each node type, ii) the costs to ac-
tivate links (/a; j) and nodes (sa,), and to deploy VNFs (a,, f), and iii) the
processing capacity (f,) and required computational resources (11"1" f) for
each VNF instance. We underline that the node capacities reported in
Table 2, and in particular the CPU and processing capabilities assigned
to SmartNICs and PISA switches, are chosen to reflect one representative
class of programmable accelerators and security-oriented devices, rather
than to model any specific commercial product. They should therefore
be interpreted as scenario parameters used to explore the impact of het-
erogeneous compute and forwarding resources on VNF placement and
routing decisions. Alternative capacity profiles could be adopted with-
out changing the formulation or solution methodology, and would sim-
ply lead to different numerical trade-offs in the evaluation. To study the
sensitivity of the model’s performance to sc, and /c; ;, we define two ad-
ditional experimental scenarios, namely S2 and S4, where we increase
the values of both parameters by 2 and 4 times with respect to the val-
ues reported in Table 2 (which we refer to as scenario S1), respectively.
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Table 3

Experimental setup of parameters Ic; ; and sc,, regardless
of the selected topology. In Scenario S1, both parame-
ters are setup as defined in Table 2.

Capacity Parameters

Scenarios Links [Gbps] (c; ;) Nodes [# CPU] (sc,)
S1 as in Table 2 as in Table 2
S2 2x 81 2x81
S4 4x81 4x81
Table 4

VNF-to-node allocation constraints (top) and conflicting
VNFs (bottom).

Node

VNF PISA SmartNIC Server
Firewall v - 4
IDS v v -
NAT - v 4
Proxy - v v

VNF .
VNF Firewall  IDS NAT Proxy
Firewall - - X -
IDS - - X
NAT X X - -
Proxy - X -

For the sake of clarity, we summarize in Table 3 how both S2 and S4
setups differ from that of scenario S1.

In line with realistic deployments, we assume that each node type
is allowed to instantiate a specific subset of VNF options, reflecting
their heterogeneous computational and functional capabilities. Specifi-
cally, we do not allow off-the-shelf servers to execute Intrusion Detection
System (IDS) instances, and limit them to less resource-intensive NAT,
Proxy, and Firewall operations, similarly to their role in Content Deliv-
ery Networks or private service provider infrastructures. Instead, IDS
functions are offloaded to SmartNICs and PISA devices. Among these,
PISA nodes are treated as security-oriented platforms, supporting also
Firewall instances but not NAT or Proxy. SmartNICs, by contrast, pro-
vide greater flexibility and are permitted to run NAT and Proxy services
in addition to IDS. To further reflect practical deployment constraints,
we impose incompatibility rules that prevent certain VNFs from coex-
isting on the same node. In particular, if a node executes NAT, it cannot
simultaneously run IDS or Firewall, although it may still host a Proxy
instance. Similarly, a node acting as a Proxy cannot also perform IDS,
but it may host NAT or Firewall functions. Conceptually, this results
in a separation of roles: nodes executing NAT or Proxy behave as part
of a forwarding domain, while nodes running IDS or Firewall represent
a distinct security domain. Table 4 reports both types of deployment
constraints, i.e., the mapping between VNF types and node types capa-
ble of executing them (top), and the incompatibility rules that prevent
conflicting VNFs from being installed on the same node (bottom).

Reliability model and performance metrics

The reliability of each server n € N is modeled as a non-increasing,
concave, and continuous function of its computational load L,,. Specifi-
cally, we define:

L 2
R,,:1—<—">, Vn e N, (G2D)]

sc,
with L, < sc, to ensure that R, > 0. The quadratic form above is cho-
sen to model a non-increasing, concave degradation of reliability with
respect to server load, with an accelerated decline as L, approaches sc,.
Empirical studies and analytical performance models show that failure
rates and error probabilities tend to increase slowly at moderate uti-
lizations and then grow more sharply as the load approaches the hard-
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ware limits, due to queueing, contention and thermal effects [8,26,27].
A concave, monotonically decreasing function of the normalized load
(L, /sc,) captures this behavior while remaining simple enough to be
embedded inside our optimization framework and linearization scheme.
We emphasize that the proposed approach is not restricted to the spe-
cific functional form in Eq. (51): any alternative concave, non-increasing
function H(L, /sc,) could be used in Eq. (12), and the linearization and
cutting-plane heuristic would still apply with minor modifications to the
discretization of the reliability domain.

Thus, to assess the efficiency of our model in allocating VNF in-
stances, we analyze the utilization of server computational resources.
For each server n € N, we define the resource utilization &, as:

L

& =—
" se,’

(52)

which represents the fraction of the computational capacity con-
sumed at server n. To characterize the distribution of &, across the net-
work, we compute the Coefficient of Variation (CV) and the maximum
utilization value £™* as follows:

Ve (53)
(XL E)/INT
gmax — %aj\); (én)’ (54)

where o, is the standard deviation of £,. In the next section, we show
the capability of model E to preserve end-to-end service reliability as
opposed to baseline approaches, and discuss how such model improves
overall performance by (i) tending to make &, more uniform and reduc-
ing the CV, which indicates a more balanced resource allocation, and
(ii) lowering ™, which mitigates potential congestion bottlenecks.

6.1. Impact on node resources utilization

Fig. 2 illustrates a representative scenario, showing the routing so-
lution obtained when the following | K| = 4 requests are issued with no
reliability requirements (i.e., 7, = 0 for each request) in the Abilene net-
work topology:

R1: Green, dot-dash - from IPLSng to STTLng;
R2: Orange, straight - from NYCMng to STTLng;
R3: Blue, dash - from HSTNng to STTLng;

R4: Purple, dot - from LOSang to KSCYng.

The figure demonstrates how stricter reliability requirements affect
routing. Specifically, service request R3 (shown as blue, dashed line
when routed with no reliability requirements) is re-routed by model
E as 7, increases to 0.4. The new routing path, depicted in Fig. 2 as a
red, straight line, now includes intermediate nodes LOSAng and SNVAng,
such to decrease computational load of nodes KSCYng and DNVRng (pre-
viously included in the original routing path selected for R3) in order to
satisfy the higher quality-of-service requirement.

In the following sections, we evaluate the performance of the pro-
posed optimization model considering different experimental scenarios,
designed to focus on the following aspects: i) how performance com-
pares when the model is applied to allocate VNF instances with ho-
mogeneous versus diverse functional requirements (Section 6.1.1); ii)
how network workload distribution is impacted by the tightness of con-
straints (13) (Section 6.1.2); and iii) how performance scales to larger
network instances (Section 6.3.1). Finally, Section 6.3 provides results
and insights regarding model’s cost components and running time.

6.1.1. Homogeneous vs differentiated VNFs options

First, we consider the Abilene topology and compare the results ob-
tained from models E and H when applied to scenario S1, as reported
in the first and second column of Table 5, respectively. As one can see,
model E is mostly infeasible with this setup, due to the inherent greater
complexity of the problem with respect to model H. For example, when
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Fig. 2. Example network scenario with service requests routing paths for |K| = 4. The red, straight line represents how request R3 is re-routed after increasing z,
from O (blue, dashed line) to 0.4. (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)

|K| = 2, H provides feasible solutions up to 7, = 0.8, while no solution is
available when model E is used for 7, > 0.3. In contrast, when |K| =8,
model E is not feasible for any value of parameter 7, while model H is
infeasible for 7, > 0.2.

Therefore, to better highlight the impact of model E on workload
distribution, we evaluate its performance in scenarios S2 and S4. Fig. 3
shows the results obtained with our proposed optimization model, when
both link and node CPU capacities are scaled by factors of 2 (Fig. 3a
and b) and 4 (Fig. 3c and d). The corresponding numerical values are
reported in columns E-S2 and E-S4 of Table 5, respectively.

Fig. 3a and c plot the CV (solid lines) as a function of z,, while Fig. 3b

and d represent how £™#* (dashed lines) varies with 7,. The line tones
indicate the number of service requests in the network, with darker lines
representing lower service loads. Considering CV, lower values indicate
a more uniform workload distribution, while higher CV values suggest
disparities in server utilization. Regardless of the number of requests,
and for both network expansion instances, the CV consistently decreases
as 7, increases, demonstrating the model’s ability to distribute the load
more evenly when higher reliability is required, even if VNFs are subject
to differentiated requirements and deployment constraints. In particu-
lar, compared to the baseline case of 7, = 0 (i.e., when no requirement
is set on reliability), we observe that when model E is applied to S2 (top
row) the CV improves between 37% (|K| = 2, 7, = 0.7) and 58% (|K| = 6,
7, = 0.2) at the highest feasible reliability threshold, while the improve-
ment lays between 49% (|K| =4, r, =0.8) and 63% (/K| =8, 7, = 0.6)
when scenario S4 (bottom row) is considered.
Reducing £m** is equally critical, as it enables more efficient resource
management and mitigates the risk of network congestion. Similar to
CV, &M exhibits a clear downward trend as 7, increases. When the net-
work is setup as in scenario $2, results demonstrate that the proposed
optimization framework can substantially reduce maximum server uti-
lization from 25% in the most demanding case (|K| =38, r;, = 0.1) to
56% in the lightest load case (|K| =2, 7, = 0.8). A similar trend is ob-
served for scenario S4, where £™#* is reduced up to 56% for |K| > 4 at
the highest feasible value of 7, .
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In general, we observe a tradeoff emerging from the interplay be-
tween network capacity, workload distribution and problem’s feasibil-
ity, that is strongly influenced by the tightness of the reliability con-
straints. In lower-capacity settings (e.g., scenarios S1 and S2), high
workloads rapidly lead to infeasibility under stringent reliability re-
quirements (e.g., in S2, when |K| =8 the problem is infeasible for
7, > 0.3), indicating that systems with constrained resources are more
vulnerable to performance degradation. However, even in such restric-
tive contexts, meaningful improvements in workload distribution can
still be achieved for relatively small reliability thresholds (e.g., 7, equal
to 0.1 or 0.2), suggesting that partial relaxation of the constraints may
provide a practical compromise between performance and feasibility. By
contrast, in higher-capacity settings (e.g., scenario S4), the benefits of an
improved workload distribution are more pronounced at larger reliabil-
ity thresholds (e.g., 7, > 0.3), which implies that additional capacity en-
ables the system to sustain stricter requirements without compromising
performance. These findings suggest that the appropriate choice of the
reliability threshold should be informed by available capacity: tighter
thresholds can be used in resource-rich environments, whereas modest
threshold relaxations are suggested in resource-constrained ones, as a
strategy to improve workload balance while preserving feasibility.

6.1.2. Tightness of the reliability constraint

A distinctive characteristic of our proposed model E regards the im-
plementation of reliability guarantees with an end-to-end perspective,
i.e., along the full service path rather than node-wise in a local fashion.
To assess the impact that the tightness of reliability constraints has on
VNFs placement, we compare the distributions of network nodes uti-
lization &, obtained by baseline approaches U and L against that corre-
sponding to model E, considering the Abilene topology and scenario S4.
Yet, we highlight that similar considerations apply also to scenario S2.

Regardless of the number of requests | K| that are issued in the net-
work, we generally observe that model E provides a better load bal-
ance than the considered baselines, moving the distribution of ¢, to-
wards lower utilization values as much as it is permitted by capacity
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Table 5

Servers’ utilization statistics from models H (as proposed in [22], where VNFs
are subject to homogeneous processing and computational requirements) and E
(proposed in this work), when applied to scenario S1. Columns E-S2 and E-S4
show how results from model E scale when links and nodes capacities are set to
twice (S2) and four (S4) times the values reported in Table 2.

H-S1 E-S1 E-S2 E-S4
Kl 7
Cv gmax [%] CV §max [%] CV §m’d)\ [%] CV gmux [OA)]
0 1.56 0.67 1.16 0.83 1.46 0.75 1.46 0.38
0.1 1.56 0.67 1.07 0.67 1.46 0.75 1.46 0.38
0.2 1.56 0.67 0.78 0.67 1.46 0.75 1.46 0.38
0.3 1.56 0.67 0.76  0.50 1.46 0.75 1.46 0.38
2 0.4 1.46 0.63 / / 1.32 0.67 1.46 0.38
0.5 1.35 0.63 / / 1.16  0.42 1.46 0.38
0.6 1.24 0.50 / / 1.16  0.42 1.46 0.38
0.7 1.04 0.33 / / 0.92 0.33 1.46 0.38
0.8 0.96 0.25 / / / / 1.46 0.38
0 1.03 1.00 0.60 1.00 0.97 1.00 1.34 0.88
0.1 095 0.83 / / 0.84 0.75 1.34 0.88
0.2 0.87 0.75 / / 0.81 0.75 1.12 0.88
0.3 0.76 0.67 / / 0.75 0.75 1.27 0.88
4 0.4 0.62 0.58 / / 0.66 0.63 111 0.75
05 / / / / / / 1.00 0.63
0.6 / / / / / / 0.91 0.50
0.7 / / / / / / 0.84 0.38
0.8 / / / / / / 0.69 0.38
0 0.84 1.00 0.31 1.00 0.84 1.00 1.29 1.00
0.1 0.65 0.75 / / 0.58 0.75 1.24 0.88
0.2 0.43 0.67 / / 0.35 0.63 1.18 0.75
03 / / / / / / 0.91 0.75
6 04 / / / / / / 0.84 0.63
05 / / / / / / 0.76  0.50
06 / / / / / / 0.61 0.44
0.7 / / / / / / / /
0.8 / / / / / / / /
0 0.76  1.00 / / 0.79 1.00 1.22  1.00
0.1 0.48 0.75 / / 0.44 0.75 1.15 0.88
0.2 / / / / / / 1.10 0.75
03 / / / / / / 0.93 0.63
8 04 / / / / / / 0.79 0.56
0.5 / / / / / / 0.61 0.50
06 / / / / / / 0.45 0.44
0.7 / / / / / / / /
0.8 / / / / / / / /

constraints. To illustrate this result, we consider the case with |K| = 4,
which is particularly insightful since it is the only configuration for
which the problem remains feasible across all tested threshold values
of 7,. We plot in Fig. 4 the distribution of ¢, obtained in such scenario
according to baselines U (blue bars) and L (orange), and our model E
(green), for 7, equal to 0.1 (top-left), 0.2 (top-right), 0.4 (bottom-left),
and 0.8 (bottom-right). For a fixed value of 7,, the x-axis represents the
computational load of a node, while the y-axis corresponds to the (nor-
malized) frequency of occurrence of a given load value into bins of size
10%. Note that the value of 7, has no impact on the results provided by
model U, where constraints (13) are omitted from the model. As shown
in Fig. 4, when model E is selected and the highest feasible reliability
is required (i.e., 7, = 0.8), all the active nodes (i.e., 9) have a load ra-
tio lower than 40%, while this happens only in 66% (4 out of 6) and
86% (6 out of 7) of the nodes selected by baselines U and L, respec-
tively. Conversely, when reliability is not taken into account (baseline
U), 33% of the active nodes consume more than 60% of their computa-
tional resources, with one of them being loaded as much as é™* = 88%.
In the same scenario, £&™* is reduced by 56% when model E is adopted,
which also yields 4% absolute improvement over baseline L. Finally, we
show in Fig. 5 the distributions of reliabilities obtained in the same sce-
nario from the three optimization options (similar results are obtained
for other scenarios). Coherently with the observed improvement in com-
putational load fairness among network nodes, our proposed model al-
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ways improves over both baselines the median reliability across all the
requests when 7, > 0.2, on average by 60% and 21% with respect to
models U and L, respectively.

To conclude, we observe that reliable models adopt different allo-
cation strategies to satisfy the reliability constraints. On the one hand,
when service reliability is locally guaranteed (as done by baseline L),
the model tends to strategically re-allocate VNFs among the same nodes
selected by the unreliable strategy (model U), i.e., without altering the
path, as long as this suffices to meet the per-node reliability bound. On
the other hand, due to the stringent reliability constraints enforced by
model E, achieving end-to-end guarantees may require activating ad-
ditional nodes, thus rerouting the corresponding service requests along
alternative paths. For instance, as shown in Fig. 4 when 7, = 0.8, while
model L activates one more node than model U, model E requires three
additional activations (i.e., two more than L) to satisfy the reliability
requirements.

6.1.3. Scalability to larger network instance

In our final experiment, we examine the impact of using model E on
node utilization &, when the number of service requests |K| exceeds 8.
To do so, we select the Germany50 topology and apply the model to sce-
nario S2 (i.e., when the values of links and nodes capacity parameters
are twice of those reported in Table 2). Moreover, to avoid capacity-
constraint issues during the allocation process, we randomly select |K|
source-destination pairs from the options available in SNDLib, consid-
ering only those that offer a traffic demand b* equal to 2 Gbps.

We plot in Fig. 6 the CV (solid lines) and £™#* (dashed lines) obtained
from using model E to allocate VNFs in scenario S2, with network load
varying from |K| = 8 to |K| = 28 with a step-size increase of 2 requests,
versus 7, respectively. As shown, both CV and £™** show a decreasing
trend with respect to 7, similarly to what observed in previous scenar-
ios. In particular, in the most loaded scenario (i.e., |K| = 28) and at the
corresponding maximum feasible reliability threshold (i.e., 7, =0.2),
our solution contributes to decrease CV by 21% and reduce £™#* by more
than 30%, at the cost of only 2 more node activations with respect to
baseline U. Fig. 7 shows the benefits on servers load distribution in-
duced by model E (green bars) with respect to baselines U (blue) and
L (orange), for different reliability thresholds and for |K| = 24 (similar
results could be observed for different values of |K|). We observe that
when the model yields feasible solutions (i.e., for 7, < 0.6 in this case),
it activates network nodes such to ensure a more fair distribution of the
computational load, on average decreasing £™** by 28% and 15% with
respect to unreliable (i.e., model U) and locally reliable (i.e., model L)
allocations, respectively.

6.2. LB-greedy vs optimal approach

In this Section, we evaluate the performance of LB-Greedy, and com-
pare them with the (optimal) ones obtained by model E. We consider
100 independent instances per value of |K| driven by Germany50 topol-
ogy (scenario S$2), and we let |K| vary between 12 and 28. For a fixed
value of | K|, the algorithm processes requests sequentially: for each re-
quest, it iteratively explores the top 100 shortest paths in increasing or-
der of length until the request is either satisfied or marked as blocked,
then proceeds to the next request. We report in Table 6 the results ob-
tained for different values of hyper-parameters § and y, which control
the load terms in path and placement scores. More precisely, we take
f=w- 1, and y = o - ap,,, Where I .. and «,,, denote the average
link and VNF deployment costs, respectively, while  is a scaling pa-
rameter which we set in our experiments as equal to either 1, 100, or
1000. Note that LB-Greedy took less than 5 s to solve each of the con-
sidered network instances, being therefore substantially faster than the
proposed, optimal approach.

As shown in Table 6, higher values of w cause the algorithm to pri-
oritize load balancing, generally increasing the total deployment cost.
When |K| < 20, raising  from 1 to 100 improves on average the CV
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Fig. 4. Distribution of £, obtained by models U (blue), L (orange) and E (green) in Abilene, when applied to scenario S4 with |K| = 4 service requests, respectively.

We set 7, as equal to 0.1 (top-left), 0.2 (top-right), 0.4 (bottom-left), and 0.8 (bottom-right). (For interpretation of the references to colour in this figure legend, the
reader is referred to the web version of this article.)
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service requests and 7, taking values in [0.1,0.2,0.4,0.8]. (For interpretation of
the references to colour in this figure legend, the reader is referred to the web
version of this article.)

by 10% and requests’ reliability by 22% (20th p.) and 4% (50th p.),
but requires 18% higher average total deployment cost. However, the
marginal gains diminish with each increment of w: in the same scenar-
ios, when w raises from 100 to 1000, 1% higher average costs lead on
average to 3% lower CV and 9%-3% higher 20th and 50th percentile of
reliability, respectively. Similar improvements are obtained for |K| = 24
when increasing w from 1 to 100, when it contributes to raise 7, (20th
percentile) from O (i.e., no guarantee) to 0.15, while no impact is ob-
served for |K| = 28. Conversely, setting w to 1000 (or higher values) has
a negligible impact when for |K| > 20: results suggest w = 100 as a rea-
sonable setup for the scenario we selected (Germany50-S2 ), considering
also that moderate variations around these values do not qualitatively
change the behavior of the heuristic. Nevertheless, despite the effective-
ness of such setting (none of the requests was blocked when |K| < 24,
while one request was blocked in only one instance when | K| = 28) and
the overall computational efficiency of the algorithm, LB-Greedy is any-
way able to provide only average reliability guarantees at consistently
higher (+17%) average deployment costs than our optimal approach,
which leads on average to 13% better CV while providing minimum
reliability guarantees to all service demands.

6.3. Cost components and running time

Table 7 summarizes cost components (server and link activation
costs, CAPEX and total cost) for the proposed optimization model, and
the corresponding computation times, when applied to place VNFs in
Abilene (top, scenario S4) and Germany50 (bottom, scenario S2) topolo-
gies. In both scenarios, and independently of |K]|, raising r, with fixed
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server and link activation costs results in non-decreasing CAPEX, due
to the potential deployment of additional VNF instances to provide the
requested reliability guarantees. Moreover, we observe that when con-
straints (13) become more stringent, the algorithm prioritizes allocating
additional resources to reinforce existing service chains rather than dis-
tributing requests across alternative paths, unless new nodes activations
are required to meet the reliability requirements. As a result, server and
link costs often remain unchanged while CAPEX grows due to the de-
ployment of extra virtual functions. However, if stricter reliability con-
straints necessitate utilizing the capacity of previously inactive nodes,
server costs may also increase (as observed for request R3 in Fig. 2), an
effect likely occurring the closer we are to the highest feasible value of
7,.. In some of such scenarios, the algorithm achieves a marginal reduc-
tion in link expenditures by leveraging more efficient VNF placements,
yet the overall cost consistently increases for stricter values of 7. Also, in
both topologies we observe that when computational resources of new
servers are used (i.e., when servers activation cost increases), CAPEX
may decreases in some cases, regardless of the service demand |K|. In
fact, the cost @, , to activate a VNF instance f depends on the type of
node n hosting that instance: when a new server is selected, the migra-
tion of one or more VNF instances from a previously selected node to
the new one may result in a VNF installation cost gain. For instance, in
Abilene this happens when K =4 and 7, increases from 0.7 to 0.8, or
equivalently when K = 8 and 7, increases from 0.5 to 0.6. Similarly, we
observe this behavior in Germany50 for K = 16, when 7, increases from
0.5 to 0.6. All these outcomes are consistent with the model’s approach
to balancing the contributions of the three cost components, while ad-
hering to reliability requirements.

Regarding computation times, the experiments were conducted on
a commodity server equipped with an Intel i5-5200U and 16 GB of
memory. Overall, the combination of the MILP reformulation and the
cutting-plane heuristic exhibits favorable scalability properties on the
considered topologies. For the Abilene network (12 nodes) and for the
larger Germany50 network (50 nodes), all feasible instances are solved
on a commodity server in less than 4 and 7 min, respectively, regard-
less of the number of service requests and the tightness of the reliability
constraint, with faster solving observed on Abilene instances compared
to Germany50. As expected, the solution time tends to increase with
both |K| and 7, but the growth remains moderate thanks to the limited
size of the discretized reliability domain (Section 3.2) and the effective-
ness of the bounding and warm-start strategies in pruning the search
space.

6.3.1. Running time scalability analysis

To illustrate further how the proposed approach scale with increas-
ing network sizes and service demand volumes, we analyze in de-
tails the relationship between computation time, number of network
nodes and |K|. Focusing on Germany50 as base topology, we generate
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Fig. 6. Results on CV (left) and &™* (right) versus reliability threshold obtained when model E is applied in Germany50 topology to scenario S2.
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Table 6

Topology: Germany50, Scenario: S2. Columns 3, 4 and 5 report the performance of LB-Greedy when # and y are scaled by
factors 1, 100 and 1000 with respect to maximum links (1200 [$]) and nodes (5000 [$]) activation costs, and |K] is varied
between 12 and 28. Total Cost (80th p.) and CV (80th p.) correspond to the 80th percentile values of the distributions
computed over 100 independent runs, while 7, (20th p.) and 7, (50th p.) represents the minimum reliability achieved by
80% and 50% of the requests, respectively. The last three columns report optimal results obtained by model E, at the highest

feasible reliability threshold 7, (opt).

Scale (w) K| Total Cost (80th p.) CV (80th p.) 7, (20th p.) 7, (50th p.) Total Cost (opt.) CV (opt.) 7, (opt.)
12 302.0 1.67 0.40 0.73 317.2 1.18 0.70
16 403.5 1.44 0.27 0.69 406.5 1.08 0.60
1 20 510.8 1.25 0.13 0.59 499.0 0.99 0.60
24 619.5 1.15 0.00 0.49 603.4 0.93 0.40
28 732.4 1.02 0.00 0.44 695.4 0.95 0.20
12 365.0 1.50 0.44 0.75 317.2 1.18 0.70
16 488.4 1.29 0.31 0.70 406.5 1.08 0.60
100 20 605.0 1.13 0.23 0.64 499.0 0.99 0.60
24 730.9 1.05 0.15 0.54 603.4 0.93 0.40
28 854.7 0.97 0.00 0.44 695.4 0.95 0.20
12 367.7 1.42 0.46 0.77 317.2 1.18 0.70
16 490.9 1.26 0.38 0.72 406.5 1.08 0.60
1000 20 608.6 1.13 0.24 0.65 499.0 0.99 0.60
24 732.8 1.05 0.17 0.55 603.4 0.93 0.40
28 859.2 0.97 0.00 0.44 695.4 0.95 0.20

different synthetic topologies of varying sizes by randomly sampling
v = [10%,20%, ... 100%] of nodes from set N (and corresponding inci-
dent links from L). Being |V| the number of sampled nodes, for each
synthetic topology we generate variable service demands by linearly
scaling |K| with |V| by the network service load density ¢, defined
as the number of requests per single network node. We plot in Fig. 8
the solving times resulting from running model E as a function of |V,
where ¢ is set to [0.1,0.2, ..., 0.5]. Results show that both increasing the
load density for fixed topology and considering larger topologies lead
to longer solving time. For any fixed value of y, increasing ¢ steadily
raises running times, due to the raise in problem complexity induced by
denser service demands. Such growth remains modest at y < 30% but
steepens at higher y, indicating that high service load on larger effec-
tive topologies proves especially computationally demanding. Regard-
less of ¢, higher y (i.e., larger topologies) incurs substantially longer

17

running times—often by orders of magnitude relative to y < 30%, partic-
ularly under higher service demand densities. Furthermore, we observe
that when y > 30% the running time shows an almost exponential trend
with increasing ¢. Overall, results suggest that the proposed approach is
suitable for offline or near-real-time NFV orchestration in medium-scale
infrastructures, and can serve as a high-quality benchmark or building
block for hybrid schemes that combine exact optimization with faster
heuristic or learning-based methods.

7. Related work

The optimal placement of Virtual Network Functions (VNFs) has
been extensively studied in the context of network service provisioning,
to optimize network usage and resource allocation ([26-29]), or eco-
nomic aspects such as provider’s profits ([30]), capital and operational
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Fig. 8. Running time versus service load density, measured as the number ¢
of requests-per-node, for 10 synthetic topologies of varying sizes. Higher input
values of y map to larger topologies.

costs ([12,25,31]). Concurrently, optimal placement Service Function
Chaining (SFC) services is also a popular research interest [13,31].

In [28], authors address the VNF placement and routing problem
in NFV systems, proposing a mathematical programming model that ac-
counts for practical constraints such as compression/decompression and
forwarding latency. A tailored heuristic is introduced to handle large-
scale instances, illustrating trade-offs between traffic engineering and
infrastructure efficiency. Conversely, authors in [29] propose an op-
timal VNF placement strategy that maximizes the number of success-
fully executable services under QoS requirements. Results show that the
proposed Branch and Bound algorithm based on Artificial Intelligence
searches outperforms traditional offline resource allocation in terms of
scalability to large online scenarios, performing within 5% gap with re-
spect to the best obtained ILP solution. Differently than previous works,
our model emphasizes reliability-aware placement to achieve load bal-
ancing throughout the network, and routing under node-specific con-
straints, with explicitly modeling of load-induced reliability degradation
and minimizing infrastructure costs.

Relatively to end-to-end service provisioning, Service Function
Chaining (SFC) in hybrid environments is examined in [13], which
leverages SDN-NFV integration to improve chain mapping and resource
utilization. While this complements our work, we focus instead on the
intrinsic robustness of placement strategies rather than dynamic flow
steering mechanisms. Reliable placement of VNF chains is addressed
in [31], where static failure probabilities of single VNFs rather than
workload-dependent reliability of traversed network nodes are multi-
plied to model the reliability of the whole service chain. While our work
does not explicitly consider SFC, we still address end-to-end reliability
and consider nodes functional incompatibilities to resort to realistic ser-
vice deployment scenarios.

In particular, reliability-aware modeling has been addressed in dif-
ferent contexts. For instance, the work in [26] proposes an optimiza-
tion model for backup resource allocation where failure probability de-
pends on workload, a concept we extend by incorporating end-to-end
service reliability guarantees into the primary path optimization. Simi-
larly, the routing-based reliability model in [16] focuses on finding two
disjoint paths to improve robustness, while a solution based on shared
backup paths is proposed in [30] to implicitly enforce reliability guaran-
tees against single VNF failures. Differently than both approaches, our
model embeds reliability directly into the placement and routing deci-
sions over a single (optimized) service path. We model network node
reliability as a non-increasing function of its workload, as often done in
prior studies, which confirm that workload-dependent failure probabil-
ity is a non-decreasing function [26,27] and empirically observe that
highly utilized servers experience failure rates up to an order of mag-
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Table 7

Impact of 7, on cost components and model runtime (7) for
Abilene (a) and Germany50 (b), when model E is applied to
scenarios S4 and S2, respectively. Costs are scaled by 103,

(a) Topology: Abilene, Scenario: S4.

K| T Server Link CAPEX Total T [s]

2 <08  39.50 7.52 271 49.73  0.51
0.0 67.1 14.0 7.0 88.0 1.4
0.1 67.1 14.0 7.0 88.0 1.6
0.2 67.1 14.0 7.0 88.1 3.3
0.3 67.1 14.0 7.2 88.3 2.4

4 0.4 67.1 14.0 7.5 88.5 3.1
0.5 67.1 14.0 7.5 88.6 10.5
0.6 67.1 14.0 7.9 89.0 6.9
0.7 67.1 14.0 8.3 89.4 8.9
0.8 71.2 13.5 6.7 91.3 29.4
0.0 103.8 21.9 8.5 1342 23
0.1 103.8 21.9 8.7 134.4 3.3
0.2 103.8 21.9 9.1 134.8 4.4

6 0.3 103.8 21.9 9.5 135.2 8.1
0.4 103.8 21.9 9.9 1356 84
0.5 103.8 21.9 10.5 136.2 237
0.6 103.8 21.9 11.5 137.2  49.6
0.0 130.5 26.4 10.8 167.7 4.5
0.1 130.5 26.4 11.2 168.1 4.3
0.2 130.5 26.4 11.6 168.6 6.7

8 0.3 130.5 26.4 12.2 169.2  29.8
0.4 130.5 26.4 13.0 169.9 70.4
0.5 130.5 26.4 14.1 171.0  206.3
0.6 134.7 25.9 12.1 172.6  243.0

(b) Topology: Germany50, Scenario: S2.

K] T Server  Link CAPEX  Total T [s]
0.0 184.7 124.6 5.2 314.2 9.1
0.1 184.7 1246 5.3 3143  69.0
0.2 184.7 1246 5.5 314.8 197

12 0.3 184.7 124.6 5.7 315.0 52.3
0.4 184.7 1246 5.9 3152  86.6
0.5 184.7 1246 6.1 315.4 81.4
0.6 184.7 124.6 6.4 315.7 77.7
0.7 185.4 125.0 6.8 317.2 886
0.0 237.4 157.2 9.2 403.4 16.6
0.1 237.4 157.2 9.4 404.0 66.7
0.2 237.4 157.2 9.6 404.3  56.9

16 0.3 237.4 157.2 9.9 404.5  66.2
0.4 237.4 157.2 104 405.0 163.2
0.5 237.4 157.2  11.0 405.7  151.1
0.6 238.1 157.7  10.8 406.5  320.3
0.0 289.9 193.6 11.8 495.3 19.6
0.1 289.9 193.6  12.0 4955 449
0.2 289.9 193.6 123 495.8  69.7

20 0.3 289.9 193.6 125 496.0  239.3
0.4 289.9 193.6  13.1 496.6 2189
0.5 289.9 193.6  13.8 497.3  403.0
0.6 290.6 1940 144 499.0  403.4
0.0 343.0 228.6 141 585.7 245
0.1 343.0 228.6 145 586.1 106.6

24 0.2 343.0 228.6 14.8 586.4  332.0
0.3 343.0 228.6 15.3 586.9 376.7
0.4 350.4 236.1 16.9 603.4  404.2
0.0 406.8 272.0 155 694.3  30.1

28 0.1 406.8 272.0 16.1 694.9  405.4
0.2 406.8 272.0 16.6 695.4  373.8

nitude higher than lightly loaded servers [8]. Accordingly, our model
reflects the fact that higher load reduces overall reliability of network
servers.

As for the optimization objective, energy- and cost-aware NFV place-
ment strategies have also been explored in prior works. The study in [12]
presents a cost-based placement framework for virtual DPI functions,
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emphasizing economic factors without modeling reliability trade-offs.
Power-awareness in network design is analyzed in [14], highlighting
the importance of energy-efficient configurations. Our work builds upon
these principles by demonstrating how reliability-aware placement can
indirectly reduce energy consumption by minimizing server overuse and
unnecessary redundancy.

From a mathematical optimization perspective, our problem shares
structural characteristics with general non-convex MINLPs, as discussed
in [7]. To manage such complexity, we draw upon classical techniques
for factorable program reformulations [17,18] and exploit MILP-based
relaxations following principles discussed in [21]. In particular, we com-
bine linearization with dynamic programming and develop a cutting-
plane-based heuristic with a warm-start strategy, yielding scalable solu-
tions for large network instances.

Beyond exact and decomposition-based optimization, a parallel line
of research tackles VNF placement and Service Function Chain (SFC) em-
bedding through (i) metaheuristics and hybrid heuristic-metaheuristic
schemes, and (ii) learning-based approaches. These methods are typi-
cally motivated by scalability and by the need to operate in dynamic
environments where re-optimization must be performed frequently,
whereas our work focuses on a rigorous reliability-aware formulation
(load-dependent node reliability), explicit incompatibility constraints
and a solver-driven approach (MILP reformulation plus cutting-plane
acceleration) that can provide exact or near-exact solutions in practical
time for realistic topologies.

Metaheuristics and hybrid schemes. Genetic algorithms and
neighborhood-search metaheuristics (e.g., tabu search) are among
the approaches used to explore large solution spaces with reduced
computational effort, at the cost of weaker optimality guarantees.
In [32] the authors propose a genetic-algorithm (GA) approach for
sequential SFC placement in virtualized edge networks. A key strength
of GA-based placement is the ability to explore large combinatorial
spaces and to incorporate multiple (possibly non-convex) objectives
or constraints through flexible encodings, while remaining relatively
easy to parallelize and to adapt across heterogeneous infrastructures.
However, the solution quality can be sensitive to representation choices
and hyper-parameters (population size, crossover/mutation rates,
stopping criteria), and feasibility is often enforced via penalties or
repair operators, which may become brittle when constraints are tight
(e.g., strict end-to-end guarantees or strong placement restrictions).
Moreover, reliability is usually handled implicitly (e.g., via load
balancing or availability proxies), whereas our model embeds a
workload-dependent reliability constraint directly in the optimization
problem. A complementary perspective based on tabu search is
presented in [33], where the authors formulate the Subchain-Aware
NFV service Placement (SAP) optimization model to explicitly account
for (i) the configuration cost of stitching reused network functions into
an SFC and (ii) the recovery cost of network functions with limited
reliability, while encouraging reuse of already deployed consecutive
subchains. They develop Tabu-SAP to solve the SAP problem and
report substantial capacity/cost improvements (e.g., significantly
more supported SFCs compared to reuse baselines) with execution
times much lower than exact optimization for longer chains. The
main limitations, relative to our focus, are that the reliability aspect
is captured via recovery-cost modeling rather than via an explicit
workload-dependent reliability constraint, and the model does not
target the same set of hard constraints we consider (e.g., explicit
incompatibility rules and per-node VNF allocation constraints), which
are central to our formulation. In addition to the optimal placement
of SFC requests, the ability to adapt to online demand variations is a
crucial aspect of virtual network infrastructures. In [34] the authors
design a multi-criteria heuristic for online operation that jointly selects
VNF placements and routes upon the arrival of new SFC demands
using a weighted preference function over several features (including
server/node activation, available CPU, link bandwidth, link latency,
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and hop count). A GA is employed offline to automatically tune the
model’s weights and hyperparameters, resulting in higher acceptance
rates and improved server utilization compared to the untuned version
of the algorithm, which represents a major strength of this work.
However, the approach is not fully tailored to online adaptation: the
proposed GA runs once offline to optimize only a relatively small
set of heuristic hyperparameters, limiting on-the-fly adaptations of
the learning policy in presence of non-stationary traffic or topology
changes. Moreover, although load balancing is implicitly targeted
by minimizing the total power consumption-modeled as dependent
on the server load—no explicit reliability guarantees, per-node VNF
allocation constraints, or VNF conflict considerations are included in
the optimization problem. In contrast to single-objective optimization,
the study in [35] leverages a multiobjective GA to investigate SFC
reconfiguration, jointly optimizing migration and rerouting decisions to
react to demand variations. The main strength of this line is the explicit
treatment of multiobjective trade-offs: Pareto sets allow operators
to select configurations that balance (re)configuration cost, resource
usage and service impact according to operational preferences, being
thus naturally aligned with dynamic settings where reconfiguration
is frequent. On the other hand, reconfiguration-focused objectives
can differ from single-shot provisioning quality: when the baseline
configuration is already given, the GA search space and outcomes
may be biased by the initial state and by the assumed migration
model/costs. In addition, the approach remains heuristic and typically
provides no deterministic optimality or feasibility guarantees under
stringent constraints; by contrast, our MILP-based framework can
serve as an exact/near-exact benchmark to quantify the optimality
gap of reconfiguration heuristics under reliability constraints and
incompatibility rules.

Learning-based approaches. Reinforcement learning and deep
learning-based methods have proven particularly attractive for very
large-scale or highly time-varying environments, where solving exact
models to optimality at each decision epoch proves impractical. These
approaches increasingly frame placement, chaining, and orchestration
as sequential decision problems, training policies that deliver near-
instantaneous runtime decisions. Building on such paradigm, in [36]
the authors employ Deep Reinforcement Learning (DRL) for VNF
placement in dynamic SDN/NFV environments. The primary strength
of this work is the online responsiveness: once trained, inference is fast
and can adapt decisions to time-varying traffic without solving a new
optimization problem at every step. Nevertheless, DRL policies strongly
depend on reward shaping and on the availability of representative
training scenarios; constraint satisfaction is often handled through
penalties or soft constraints, which may lead to occasional infeasibility
or hard-to-predict behavior when operating conditions shift (e.g.,
new topologies, different demand distributions, or tighter reliability
requirements). In [37] the authors also investigate VNF placement
optimization, modeling it as a constrained combinatorial task and
developing a DRL framework to minimize the overall infrastructure
power consumption. In particular, they use a sequence-to-sequence
encoder-decoder architecture with attention blocks to map each service
chain into a placement decision and then combine the learned policy
with a simple heuristic into a hybrid agent. Strengths include scalability
to large state spaces (relative to exact solvers) and the possibility to in-
corporate operational signals (e.g., instantaneous utilization, queueing
proxies) directly into the state representation. Conversely, weaknesses
include limited interpretability of the resulting policy, non-trivial repro-
ducibility due to training variance, and generalization issues, as policies
trained on a given topology or workload regime may not transfer reli-
ably without retraining or fine-tuning. Moreover, neither SFC reliability
nor infrastructure cost optimization are addressed by the optimization
framework. The DRL-based joint placement and routing of SFCs is
also addressed in [38], where the authors achieved a substantial im-
provement of the model’s representational capability by incorporating
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an attention mechanism within the optimization framework. In fact,
attention can highlight salient nodes/links and improve decision quality
when the network state is high-dimensional, which is particularly
relevant for coupled placement and routing problems. However, the
additional model complexity increases training cost and can exacerbate
overfitting to the training topologies; moreover, attention improves
how the policy represents the problem but does not by itself provide
hard guarantees on optimality or constraint satisfaction. More recently,
in [39] the authors applied DRL to SFC embedding to learn a policy
that accounts for both chain-level decisions and resource constraints.
A strength of this approach is the ability to capture long-term effects
of embedding decisions (e.g., how early placements affect future
acceptance and congestion) through cumulative reward optimization,
which lets it provide higher quality solutions at substantially faster
convergence speed than baseline DRL methods. Conversely, ensuring
strict feasibility (especially under multiple coupled constraints) often
requires additional mechanisms (e.g., action masking, constrained RL,
or post-processing), and the learned policy may be difficult to certify
in terms of worst-case behavior. Finally, in [40] the authors propose a
DRL-driven scheduling framework (combined with route optimization)
for latency-sensitive SFC processing. The main strength is the explicit
focus on runtime service performance (e.g., latency/rejection reduction
in dynamic settings) and the ability to integrate scheduling decisions
with network-aware routing strategies. Limitations include dependence
on accurate operational feedback and on a training setup that matches
the target deployment; additionally, latency-centric objectives may
trade off against reliability constraints unless reliability is explicitly
modeled and enforced.

Overall, metaheuristic and learning-based methods offer scalability
and fast online decisions, but they usually provide weaker guarantees
and rely on tuning or training assumptions. Our framework is comple-
mentary: by explicitly modeling load-dependent node reliability, incom-
patibility constraints and placement restrictions, and by providing an
exact (or near-exact via cutting planes) solver-driven baseline on realis-
tic topologies, it can be used to (i) benchmark heuristic/learned policies,
(i) quantify their optimality gaps under strict reliability targets, and (iii)
serve as an optimization oracle within hybrid schemes where a learned
policy is periodically calibrated against an exact solver.

Finally, we evaluated our model on realistic topologies and traffic
datasets derived from the SNDLib library [23]. In contrast to path-based
formulations such as [25], our model adopts a flow-based approach with
embedded reliability and load-aware constraints. Moreover, we extend
the model derived from our previous work [22], which we enhance with
0-1 per-node VNF installation constraints, inter-VNF compatibility con-
straints, and empirical evaluation against two newly defined baseline
strategies lacking full reliability guarantees.

8. Conclusion

This paper addressed the challenge of optimizing Network Func-
tions Virtualization deployments, focusing on efficient Virtual Network
Function placement and resource allocation. By leveraging advanced
optimization techniques, including novel linearization strategies and
a cutting-plane heuristic with warm-start strategies, we transformed a
non-convex MINLP formulation into a tractable MILP model, thereby
effectively mitigating the inherent computational complexities of NFV
systems.

Our framework systematically maps a wide range of VNF types to
heterogeneous server nodes according to node congestion, and service
requirements, thereby optimizing resource usage, balancing workloads
and limiting redundancy while ensuring resilient end-to-end service
performance. By explicitly addressing infrastructure cost minimization,
the framework incorporates the fundamental trade-off between service
quality, operational expenditures, and infrastructure maintenance, that
is often encountered by virtual and cloud service providers.
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We demonstrated via extensive experimental results on two real-
world topologies (i.e., Abilene and Germany50 networks from SNDLib)
the effectiveness of our proposed solution. Regardless of the scenario,
both workload distribution among servers and maximum server utiliza-
tion improve with our optimization strategy—showing a 21% to 63%
improvement in workload distribution, as measured by reductions in
the Coefficient of Variation, and a 33% to 58% reduction in maximum
server utilization-when the highest feasible service reliability guaran-
tee is required. By comparing the results with those obtained by two
baseline approaches that either do not consider end-to-end reliability re-
quirements or impose them locally, we show that our model consistently
improves the median per-request reliability by an average of 60% and
21%, respectively, with only a modest increase in the number of acti-
vated server nodes. Overall, the proposed optimization strategy demon-
strated scalability by solving realistic instances in less than 7 min on a
commodity server, irrespective of the size of the topology, the number
of service requests and the tightness of the reliability constraint.

Several interesting tradeoffs emerged from the analysis of the results.
On the one hand, we highlight that resource-constrained systems face
higher risk of infeasibility under tight reliability requirements, while
systems with greater capacity can sustain stricter guarantees without
compromising performance. Adjusting reliability thresholds based on
available capacity offers a practical approach to balancing workload dis-
tribution and maintaining deployment feasibility. On the other hand,
we observe that when reliability is guaranteed locally, VNFs tend to
be reassigned within the same nodes and paths used by non-reliable
strategies, as long as server-level reliability bounds are satisfied. In con-
trast, stricter end-to-end reliability requirements may necessitate acti-
vating additional servers, thus rerouting service requests along alter-
native paths to ensure the desired guarantees. We believe these insights
could serve as guidelines for virtual service providers to deliver scalable,
cost-effective, and reliable NFV deployments.

To conclude, we underline that the present study has some limita-
tions that open interesting directions for future work. First, we restrict
each request to a single path and do not consider multi-path routing or
traffic splitting, which could further enhance reliability and load balanc-
ing. Second, while our reliability model captures workload-dependent
degradation at the node level, it assumes independent node failures and
adopts a specific concave functional form; extending the framework to
correlated failures or alternative reliability models would be valuable.
Third, latency is not optimized explicitly, even though delay constraints
can be readily added to the formulation as discussed in Section 3. Fi-
nally, our experimental comparison focuses on exact and relaxation-
based baselines; integrating and empirically evaluating metaheuristic
or learning-based placement strategies on the same scenarios is an im-
portant avenue for future research.
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