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ABSTRACT

Recent studies have shown a remarkable need for testing au-
tomation techniques in the context of mobile applications.
The main contributions in literature in the field of testing au-
tomation regard techniques such as Capture/Replay, Model
Based, Model Learning and Random techniques. Unfortu-
nately, only the last two typologies of techniques are appli-
cable if no previous knowledge about the application under
testing is available. Random techniques are able to gener-
ate effective test suites (in terms of source code coverage)
but they need a remarkable effort in terms of machine time
and the tests they generate are quite inefficient due to their
redundancy. Model Learning techniques generate more effi-
cient test suites but often they do not not reach good levels
of coverage. In order to generate test suites that are both
effective and efficient, we propose in this paper AGRippin, a
novel Search Based Testing technique founded on the com-
bination of genetic and hill climbing techniques. We carried
out a case study involving five open source Android appli-
cations that has demonstrated how the proposed technique
is able to generate test suites that are more effective and
efficient than the ones generated by a Model Learning tech-
nique.

Categories and Subject Descriptors
D.2.5 [Software Engineering]: Testing and Debugging

General Terms

Reliability, Experimentation

Keywords
Android, Search Based Testing, Genetic Algorithms

1. INTRODUCTION

The diffusion of smartphones and other mobile devices has
grown exponentially in the last years with a corresponding

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from Permissions @acm.org.

DeMobile’15, August 31, 2015, Bergamo, Italy

© 2015 ACM. 978-1-4503-3815-8/15/08...$15.00
http://dx.doi.org/10.1145/2804345.2804348

growth of the number and of the complexity of the developed
applications. These applications are often realized in a very
rapid way, with high pressure due to a very small time-to-
market. Moreover, most of the applications are developed by
small teams or single developers, that devoted very limited
time and resources to design and testing activities. A recent
study of Kochhar et al. [14], based on open source Android
projects hosted on GitHub, has shown that practices related
to testing automation are rarely diffused. In particular, they
found that only 14% of the apps they have analyzed contains
executable test cases and only 4 apps out of 627 have test
cases able to cover more than 40% of the source code of the
applications. More generally, Muccini et al. [20] have stated
the need for testing automation techniques applicable to the
context of mobile applications. Joorabchi et al. [13] on the
basis of interviews to 12 senior mobile app developers have
concluded that the practice of manual testing is nowadays
prevalent for mobile applications and that the automation
of GUI testing remains a challenging task.

The main techniques proposed in literature to automate
test cases generation and execution in the context of mo-
bile applications can be classified in Capture/Replay, Model
based, Model Learning and Random techniques [8].

Capture/Replay techniques record user interactions gen-
erated by human testers and convert them into test scripts
that can be automatically replayed. Recent contributions in
this field are the ones of Liu et al. [15] and White et al. [24].
Capture/Replay techniques need a remarkable effort to col-
lect a sufficient number and variety of interactions from users
or testers in order to obtain effective test suites. Moreover,
test cases produced by different testers may be very similar
between them, so the test suites may be quite redundant
and inefficient. Model Based techniques are able to gen-
erate test cases from structural and/or behavioural models
of the application. Examples of model based techniques in
the field of mobile applications are the ones proposed in
[23], [12], [26] and [4]. Model Learning techniques are able
to build their own models by systematically exploring the
behaviour of the GUI of a mobile application. They auto-
matically generate test cases corresponding to sequences of
triggered user and system events. In the context of mobile
applications, recent Model Learning techniques have been
proposed in [6], [17], [5]. Random testing techniques dif-
fer from Model Learning techniques because the sequence
of triggered events is randomly chosen. Random techniques
are very popular in the Android environment. In particular,
Monkey ! is a command line executable testing tool included

"http://developer.android.com /tools/help/monkey.htm]



in the standard Android Development Toolkit (ADT) that
is able to generate sequences of events on the interface of an
Android application in a totally automatic manner. Other
random techniques have been recently proposed in [10], [16]
and [3]. The popularity of random techniques is due to their
suitability to every application without the need for any spe-
cific knowledge about them and to the good level of effec-
tiveness that they are able to reach. Unfortunately, random
techniques generate test cases that are redundant, inefficient
and very difficult to comprehend and manage (e.g. for de-
bugging purposes).

Search based testing techniques represent a promising trade-

off between Model Learning and Random techniques to gen-
erate effective and efficient test suites. Search Based Soft-
ware Testing [1] is a specialization of Search Based Software
Engineering (SBSE) [11] [9] related to the application of
metaheuristic techniques to the problem of automatic gen-
eration of test cases optimizing the fault finding or the code
coverage with a reasonable effort. In particular, in the set
of metaheuristics algorithms, genetic algorithms are often
used [2]. Genetic algorithms try to imitate the natural pro-
cess of evolution: a population of candidate solutions, called
chromosomes (i.e. test cases) is evolved using search oper-
ators such as selection, crossover, and mutation, gradually
improving the fitness value of the individuals, until an opti-
mal solution has been found or the search is stopped after a
fixed time or a fixed number of evolutions.

At the best of our knowledge, only a single contribution
related to the application of Search Based techniques to mo-
bile application GUI testing can be found in literature. Mah-
mood et al. [17] present a search based technique supported
by the EvoDroid tool for evolutionary testing of Android
applications. EvoDroid automatically extracts two static
models of the application under test, i.e. the Interface Model
and the call Graph Model and generates evolutionary tests
on the basis of these models.

In this paper we propose a novel search based testing tech-
nique called AGRippin (that is an acronym for Android Ge-
netic Ripping) applicable to Android applications with the
purpose to generate test suites that are both effective in
terms of coverage of the source code and efficient in terms of
number of generated test cases. Our technique is based on
the combination of genetic and hill climbing algorithms and
presents some peculiar contributions. In details, we propose:

e a representation based on a GUI test model that is
able to describe test cases in form of chromosomes and
actions on GUI interfaces in form of genes;

e a single cut crossover technique that is able to generate
re-executable test cases;

e a mutation technique based on input equivalence classes;

e 4 fitness metric based on the measure of the diversity
between the code coverage provided by the test cases;

e a technique to combine the genetic algorithm with a
hill climbing algorithm in order to increase the rapidity
of the algorithm.

The proposed technique has been implemented by a tool
extending our previously presented Android Ripper tool [5]
and tested in a case study involving five open source ap-
plications published on Google Play. Our approach differs

from the EvoDroid one because it is completely automated
and it does not rely on any previous knowledge or model of
the application under test.

The paper is organized in the following way: section 2
reports a description of the the proposed technique while
section 3 shows the results obtained of the case study. Fi-
nally, conclusive remarks and future works are proposed in
section 4.

2. THE AGRIPPIN TECHNIQUE

In this section AGRippin, a Search Based technique for
the generation of test cases optimizing the effectiveness in
terms of coverage of the source code of the applications un-
der test, is described.

According to the terminology of genetic algorithms, the
solution proposed by the algorithm is, at each iteration, an
evolved test suite that is composed of a population of chro-
mosomes corresponding to test cases. Each chromosome is
composed of genes corresponding to basic interactions with
the application under test (AUT).

The effectiveness 7 of a test suite T' is measured (in per-
centage) as the fraction of lines of source code (LOCs in the
following) of the AUT covered by at least one of the test
cases composing the test suite generated by the algorithm.
It can be evaluated by the following formula:

0(T) = 100 [z SOl

where ¢t € T is a test case included in the test suite T,
Cou(t) is the set of lines of code that is covered by the test
case t and LOC' is the set of lines of code of the AUT.

The efficiency € of a test suite 7" can be defined as the
ratio between its effectiveness and the number of generated
test cases:

o(T) = 35

Our technique adopts a constraint of genetic algorithms
for which the size of the population is constant at each itera-
tion and is equal to the size of the initial population. Due to
this constraint, the maximization of the effectiveness implies
the maximization of the efficiency.

In the next subsection are described the characteristics of
our technique in terms of chromosome representation, met-
rics for fitness evaluation, techniques for crossover, muta-
tion, selection, and combination with a hill climbing tech-
nique.

2.1 Representation

The test suites generated by our technique are composed
of test cases that are sequences of interactions with the GUI
of the AUT. The application GUIs are abstracted according
to the conceptual model shown in Figure 1.

According to this model, the GUI is composed of instances
called GUI Interfaces; a GUI Interface is composed of a set
of visual items called Widgets; each Widget is defined by
a Type and some Properties with their Names and Values.
Examples of Widget properties are its position on the screen,
its identifier and so on. FEwvent Handlers are methods that
can be defined in the context of a GUI Interface or directly
in the context of a Widget and that are executed in response
to the occurrence of an Event. Events may be User Fuvents
if they are triggered by a user interaction on the GUI (e.g.
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Figure 2: Crossover Example

the tap on a button), or System Ewvents if they are triggered
by the execution environment (e.g. a pausing of the ap-
plication). An Event may have zero or more Parameters;
each Parameter is identified by a Name and a Value. As an
example, parameters of a tap event are the coordinates of
the point of the GUI Interface where the tap is performed
by the user. An Action is composed by an Event and one
or more User Inputs and is able to trigger a Transition be-
tween two GUI Interface instances (not necessarily different
between them). An User Input consists of the modification
of a Value of a property (e.g. the insertion of a text in a
editable text field) that does not cause the execution of any
event handler (elsewhere it is modeled as an Action).

On the basis of these definitions, a Test Case t is a se-
quence of pairs {G, A}, where A is an Action that can be
performed on the GUI Interface G and that may generate
the GUI Interface of the next pair of the sequence. The
first pair starts from the Home interface of the app Go. A
Test Case can be also defined as t = (Go, Ao, ... Gm, Am),
where Gg is the Home interface. A set of such sequences is
a Test-Suite.

2.2 Crossover

The crossover operator we exploited in our implementa-
tion is a Single-Point Crossover. Given two Test-Cases t1
and t2, the operator randomly chooses two pairs {G;, A;} €
t1 and {G;, A;} € t2 and operates the crossover operation
as shown in Figure 2.

A problem of this crossover operator is that it may gen-
erate sequences that do not correspond to executable test
cases. If the generated test cases cannot be executed, they
have to be discarded and the crossover operator has to be

repeated until it generates a pair of executable test cases. In
order to reduce the occurrence of such non-executable test
cases, we propose a technique to candidate pairs of test cases
and cut points for which the crossover operator should be
applicable, based of two heuristic criteria of equivalence be-
tween GUI interfaces and between actions. The two heuristic
criteria of equivalence are defined in the following ways:

EC1 Two GUI interfaces are considered equivalent if they
include the same set of widgets and they define the
same set of event handlers.

EC2 Two actions are considered equivalent if they are as-
sociated to the same user actions and the same event.

Let’s consider two test cases t1 = (Go, ..., Gi, A, ...) and
ta = (Go, ..., Gj, Aj,...) having the same starting GUI inter-
face Go. The pairs (G;, A;) and (Gj, A;) are a candidate
crossover point for our heuristic technique if they satisfy all
these four criteria:

C1 the two GUI interfaces G; and G; are equivalent ac-
cording to the EC1 criterion;

C2 the two actions A; and A; are not equivalent according
to the £C?2 criterion;

C3 the subsequence of t; which precedes the GUI interface
G, and the subsequence of t3 which precedes the GUI
interface G; are not composed of a sequence of GUI
interfaces and actions that are all respectively equiv-
alent (according to the two criteria EC1 and EC?2),
and they are not both empty;

C4 the subsequence of ¢; which follows the action A; and
the subsequence of ¢ which follows the action A; are
not composed of a sequence of GUI interfaces and ac-
tions that are all respectively equivalent (according to
the two criteria FC1 and EC2), and they are not both
empty.

It’s interesting to note that the first criterion avoids to se-
lect crossover points for which the action A; is not applicable
to the GUI interface G; or the action A; is not applicable to
the GUI interface Gj. The other three criteria avoids the se-
lection of crossover points that generate two test cases that
are too similar or identical to the original ones.

As an example, let’s observe the crossover example in Fig-
ure 2, in which equivalent GUI interfaces are labeled with
the same label. We can verify that the selected crossover
point (corresponding to the pairs (G2, A2) and (G2, Ag)) is
the unique one that satisfies all the four criteria (the pairs
(Go, Ao) and (Go, A4) satisfy the first two and the fourth
criterion but they do not satisfy the third criterion because
they are both preceded by an empty sequence).

The crossover points are randomly chosen in the set of
the ones that satisfy these criteria. The test cases t; and
to are not removed from the test suite after the execution
of the crossover operator, in coherence with the techniques
proposed in the steady state genetic algorithms [22] (in ex-
ample the Genitor one proposed by Whitley [25]). These
techniques cause an increase in the population size that is
restored to its initial size by the selection operator that is
presented in the following. The crossover operator may be
executed multiple times in the same iteration of the algo-
rithm. We define the crossover ratio as the ratio between
the number of test cases generated by the crossover at each
iteration and the number of test cases of the initial solution.



2.3 Mutation

The mutation operator we proposed in this technique mod-
ifies the Actions by mutating the values of the User Inputs
or the Event Parameters values. In each mutation, the value
of a single parameter of the action is changed to a new value
belonging to a static set of equivalence classes according to
the parameter type. In example, the value of an editable text
field may be set to a random string, a number or a correct
email address while the location parameter of a GPS event
may be set to coordinates values over or under the equator.
The new test obtained after a mutation could not be exe-
cutable if the GUI interface reached after the execution of
the mutated action is not equivalent to the one reached by
the original action. In this case, we consider that the new
mutated test case terminates with the mutated action and
the new test case is shorter than the original one.

The mutation operator randomly selects the test case and
the action to be mutated in all the test suite. Mutated test
cases are added to the test suite and the original ones are not
removed. We define the mutation ratio as the ratio between
the number of test cases generated by the mutation operator
and the number of test cases of the initial solution.

2.4 Fitness Evaluation

We defined two distinct Fitness measures: the Global Fit-
ness (that is the effectiveness 1 of the generated test suite
and is measured in terms of the code coverage reached by
the test cases of the test suite as described above in this
section), and the Local Fitness expressing the degree of di-
versity of a single test case with respect to the set of the test
cases of the test suite.

The Local Fitness measure ranks the individuals in terms
of their potential contribution to the Global Fitness of the
solution and of their diversity. To this aim, we propose a
rank measure that is able to order all the test cases of the
test suite. The Local Fitness measure is composed of two
components named F'1 and F2. The first component F'1 the
following three values, in order of decreasing rank:

e [, if the test case covers one or more lines that are
not covered by any other test case;

e Lo, if the test case has a coverage set that (i) includes
only lines of code that are covered by at least another
test case of the test suite but that (ii) is not included
in the set of lines covered by any other test case of the
current test suite;

e [, if the test case has a coverage set that is included
in the coverage set of at least another test case of the
solution.

As regards the set of test cases having the same coverage
set, the algorithm conventionally assigns a L2 value to one
test case (randomly selected) of the set and the Lz value
to all the other test cases of the set. Intuitively, test cases
having a L; value are the ones that should be preserved to
avoid a sure loss of effectiveness, whereas test cases having a
L3 value are the better candidates to be filtered out by the
selection operator.

The second component F'2 of the Local Fitness represents
a weighted measure of code coverage and is defined by the
following formula:

F2(t) = ZZECov(t) w(l)

11 12 l3 14 15 16 17 18 19 110

wce L W11 [ 1

Figure 3: Test-Case Fitness Evaluation

where:

e Cou(t) is the set of lines of code that are covered by
the test case t

e w(l) represents the relative weight of the coverage of
the line [. It is defined as:

1
w(l) = sy

where c(u) € {0,1}. It is 0 if I € Cov(u), 1 elsewhere.

F2 gives a measure of the relative importance of the cov-
erage provided by a test cases in the context of a test suite
because the coverage of lines that are covered by few test
cases has a higher weight than the coverage of lines covered
by many test cases. F'2 is used to order between them test
cases having the same F'1 values.

As an example, let’s consider the test suite shown in Fig-
ure 3 in which there is an AUT composed of 10 LOCs labeled
as {li,...,li0} and a Test Suite T = {T'C1,...,TC6}. The
coverage of each test case is depicted in Figure 3 where black
boxes corresponds to covered lines whereas white boxes cor-
responds to uncovered lines. In order to evaluate the Local
Fitness we assigned F1(T'C1) = Ly and F1(TC4) = L1
because they are respectively the unique test cases cover-
ing the line I; and the two lines lg and lg. The values of
F1(TC2) and F1(T'C3) are instead set to L3 because their
coverage sets are respectively included in the ones of T'C1
and TC5. The F1 value of the remaining test cases (i.e.
TC5 and T'C6) is set to Le. In order to evaluate the F2
values for each test case, the weights w of each line [ have to
be evaluated. In example, the weight of line /5 is 1 because
it is covered exactly by one test case, whereas w(lz) = i
because the line I is covered by four test cases and so on.
The Fitness Function of the test case TC1 is then equal to:

FQ(TCI) = w(ll) + w(lg) =+ w(l4) + w(ls) +w(le) +4 w(l7) =
ST

The F2 values for each test case are reported in Table
1. In this table the test cases are ordered for decreasing
values of F'1 and, for test cases with the same F'1 value, for
decreasing values of F'2. The RANK column expresses the
ordering position between all the test cases of the test suite.



Table 1: Test-Case Classification Example
RANK t F1 F2

TC4 L 2098

TC1 L 2.23

TC5 Lo 1.23

TC6 L 0091

TC2 Ls 0.98

TC3 Ls 0.65

UL W N

2.5 Selection

The selection operator restores the size of the test suite to
its initial value (corresponding to the size of the initial test
suite) by deleting the test cases having the worst values of
Local Fitness in coherence with the rank selection operator
firstly proposed by Baker [7].

The fraction of test cases that are selected for deletion at
each iteration is named turnover ratio and it is the sum
of the crossover ratio and of the mutation ratio. As an
example, if the crossover ratio is 1/3, then the test cases
TC2 and TC3 shown in Table 1 have to be deleted.

2.6 Combination Technique

By means of the application of the crossover and of the
mutation operator GUI interfaces that are not equivalent
to any of the already visited ones may be discovered. These
GUI interfaces have not yet been visited by any test case and
they contains different sets of widgets and event handlers
with respect to the other ones. This represents a positive
achievement in terms of global fitness because code that has
not yet been covered and that corresponds to the execution
of these event handlers may now be executed.

In the AGRippin technique we propose a combination of
the genetic technique with a model learning technique that
will be started only when a new GUI interface is discovered.
This technique aims at the systematic generation of new test
cases including at least an event of each new discovered GUI
interface and is very similar to the one we have proposed in
the past [5]. This technique can be seen as a Hill Climb-
ing technique because it selects at each iteration the most
promising sequences, i.e. the ones in which at least a new
line, corresponding to a new event handler call is covered. In
order to restore the size of the test suite to its initial value,
a re-execution of the selection operator has to be carried out
after each execution of the model learning technique.

The adoption of hybrid algorithms combining genetic and
hill climbing algorithms have been already presented in liter-
ature, with good results [18] and some criticism. We adopted
this solution for two reasons: (1) because our specific imple-
mentation of the mutation operator is not able to generate
new events but only to mutate their parameters and (2) to
accelerate the process of exploring the interactions related
to portions of the application that are discovered but not
explored by crossover and mutation operators.

3. CASE STUDY

This section reports the results of some case studies that
we carried out with the aim to assess the effectiveness of
the proposed search based testing technique. We have im-
plemented the technique in the context of Android appli-
cations and we have applied it to five open-source Android
applications.

We have compared the test suites generated by our tech-
nique with the ones generated by the Android Ripper Tool
[5] that we developed in the past. It realizes a Model Learn-
ing technique for the exploration of the GUI of Android
applications. Since the Android Ripper explores at each it-
eration the GUIs of an Android application by executing an
event that have never been executed before, we can consider
this technique as a kind of Hill Climbing technique because
an increment in code coverage is surely expected by the ex-
ecution of each new event.

The purpose of our experimentation is to provide an an-
swer for the following research question:

RQ: Are the test suites generated by the proposed tech-
nique more effective than the ones generated by the consid-
ered Hill Climbing technique?

The effectiveness of the generated test suites is measured
(in percentage) as the fraction of lines of code of the AUT
that are covered at least once by at least a test case of the
test suite T:

[Uter Cov(d)|
n(T):lOO*%

3.1 Subjects

Five real-world open source Android Applications have
been selected for our study; they are all published and freely
available on the Google Play market. Some details about
these application are reported in Table 2. They are all
medium sized applications, with a number of LOCs vary-
ing from 2308 lines (AUT1) to 6770 lines (AUT3).

Application preconditions can affect the effectiveness of
the generated test cases [5]. For the purpose of this experi-
mentation, we chosen the same set of preconditions for each
application and used it in all the experiments with both the
techniques (as an example, for AUT1 we preloaded the same
dictionary in the SD card before the execution of each test
case).

3.2 Experiment Environment and Setup

The experimentation has been carried out by using two
tools that we have implemented, i.e. the Android Ripper
tool and the AGRippin tool.

The Android Ripper tool ? [5] has been used to system-
atically explore the GUIs of Android applications with a
breadth-first strategy. Each branch of the exploration car-
ried out by the Android Ripper tool is terminated when a
GUI interface is found that is equivalent (in the sense that
it has the same widgets and event handlers) to a previously
visited one. The Android Ripper tool produces a test suite
composed of test cases corresponding to the explored execu-
tion paths.

The Android Ripper tool is composed of two main compo-
nents. The Driver component is responsible for the execu-
tion of the exploration algorithm and for the generation of
the resulting test cases in form of Android JUnit test cases
exploiting the Robotium library 3. The Device component is
deployed and executed in the context of an Android emula-
tor and is able to execute actions on the AUT, to extract the
obtained GUI interfaces and to send their description to the
Driver component via the Android Debug Bridge (ADB)*

https://github.com/reverse-unina/AndroidRipper
3https://code.google.com/p/robotium/
“http://developer.android.com /tools/help/adb.html



Table 2: Android Applications (AUTS)

Application Description Link LOCs Activities
AUT1 AardDict 1.4.1 A dictionary application https://github.com/aarddict/android 2308 7
AUT2 TomDroid 0.7.1 A manager for notes https://code.launchpad.net/tomdroid 4167 10
AUT3 OmniDroid 0.2.1 A manager for device automated tasks and actions https://code.google.com/p/omnidroid/ 6770 16
AUT4 AlarmClock 1.7 An alarm clock https://code.google.com/p/kraigsandroid/ 2320 5
AUT5 BookWorm 1.0.18 A manager for book collections https://code.google.com/p/and-bookworm/ 3190 10

utility. The code coverage has been measured by means of
the Emma utility ® included in the Android SDK.

The AGRippin tool® has been realized on top of the An-
droid Ripper tool by implementing an AGR component re-
sponsible of the execution of the proposed technique. The
AGR component interacts with both the components of the
Android Ripper tool.

The experimentation has been carried out on 6 different
Intel I5 PCs with a clock frequency of 3.0GHz, 4GB of RAM
and Windows 7 64bit operative system. On these machines
we installed an Android Virtual Device © (AVD) emulat-
ing the Android Gingerbread 2.3.3 operative system, with
512MB of RAM and an emulated 64MB SD Card.

We started the experimentation by carrying out an explo-
ration of each AUT by means of the Android Ripper tool
that generated a test suite. We considered these test suites
as a result of an Hill Climbing exploration because the Rip-
per strategy consists of the selection, at each step, of the
most promising action, i.e. of an action that has not been
previously executed. The test suite generated by the An-
droid Ripper tool has been used, too, as the initial solution
of the search based testing technique.

The AGRippin technique has been configured in our ex-
perimentation by fixing the parameters shown in Table 3.
The Crossover ratio and the Mutation ratio respectively rep-
resent the fraction of the test cases of a test suite that are
involved in a crossover or in a mutation at a given iteration.
In accordance with the suggestions of Mitchell et al. [19]
we set a higher value for the Crossover ratio with respect
to the Mutation ratio. The Number of Iterations represents
the termination condition of our algorithm in terms of the
number of performed iterations. We fixed an arbitrary value
of 30 in this experimentation. In order to take into account
the randomness of our search based testing technique, we ex-
ecuted the AGRippin technique six times with six different
seeds for any AUT.

Table 3: Configuration Parameters Values

Parameter Value
Crossover ratio 20%
Mutation ratio 5%
Number of Iterations 30

3.3 Results and Discussions

Table 4 reports the results obtained by the execution of
our experimentation on the five AUTs.

The first column of the table reports the effectiveness
1n(To) of the test suite Tp generated by the Hill Climbing
(HC) technique implemented by the Android Ripper tool.

®http://emma.sourceforge.net/
Shttps://github.com /reverse-unina/agrippin
"https:/ /developer.android.com /tools/devices/index.html

The columns labeled w(n(T)) and o(n(T)) respectively re-
port the average and the standard deviation of the effec-
tiveness 7 of the test suites T' generated by the AGRippin
technique (abbreviated in AGR in Table 4) in six different
executions featuring different random seeds. The fourth col-
umn of the table reports the maximum number of interfaces
discovered by AGRippin that have not been discovered by
HC. The fifth column reports the number of test cases com-
posing both the test suites generated by HC and AGRippin.
Finally, the last two columns respectively report the HC ex-
ecution time and the average execution time of AGRippin
(after 30 iterations), measured on the same machines. The
results in this table show that for all the considered AUTSs
the AGRippin technique is able to provide an increase in
coverage with respect to the Hill Climbing technique that
varies from 1% (for AUT4) to 24% (for AUT1), so we can
conclude that the proposed RQ has a positive answer. As
regards the execution time, we can observe that the average
time needed to execute 30 iterations with AGRippin varies
from 6 to 12 times the amount of time needed to execute
HC. The values of standard deviation o(7T) show that the
effectiveness of AGRippin depends on the randomness in a
remarkable way. We can hypothesize that the execution of a
larger number of parallel sessions can provide improvements
in the effectiveness of the AGRippin technique without in-
creasing the execution time.

In order to show an example of the dependence of the
effectiveness on the number of iterations, Figure 4 reports
the effectiveness trends observed for the Bookworm applica-
tion (AUT5). The figure shows the trends of the coverage of
the test suites obtained by six different executions (with six
different random seeds) of the AGRippin technique (named
AGRI1, AGR2, AGR3, AGR4, AGR5, AGR6 in figure) as the
number of iterations increases. The dashed line shown in fig-
ure represents the coverage percentage provided by the test
suite generated by the HC technique. We can observe that
each execution of AGRippin constantly reaches higher val-
ues of effectiveness than HC. In the Bookworm application,
one interface has been discovered by each AGRippin execu-
tion and in these cases a large portion of unexecuted code
have been systematically been explored by the Hill Climbing
technique. We can note its effect by observing the rapid ris-
ing in the effectiveness that occurs once for each AGRippin
execution. The values of effectiveness after 30 iterations are
slightly different between them. On the basis of this phe-
nomenon we can hypothesize that the execution of a larger
number of iterations may provide better results and a re-
duced dependency on randomness. Similar considerations
can be done for all the other AUTs.

In order to provide more details about the capability of the
AGRippin technique to cover unexplored portions of code,
we examined in details the differences in coverage between
the executions of the HC and AGRippin techniques. We
recognized improvements in coverage due to the Crossover



Table 4: Experimental Results

Execution Time

HC AGR (hours)
Discovered
n(To)  p((T) o((T) fterfaces |11 HC AGR
AUT1 43.0™% 67.10% 0.26% 1 51 3.5 22
AUT2 28.08% 32.61% 2.45% 0 51 2.5 30
AUT3 51.58% 58.31% 2.28% 0 162 6 55
AUT4 66.90% 68.00% 1.21% 0 68 2.8 20
AUT5 40.34% 47.22% 0.45% 1 50 3.2 23
5 AUTS5 (corresponding to two of the cases described above).
R P In these cases the application of the HC technique on these
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Figure 4: Effectiveness Trends for AUT5

operator, to the Mutation operator and to the Combination
technique.

As regards the improvements due to the crossover opera-
tor, we observed that in some cases the mixing of two dif-
ferent test cases produced new execution sequences that are
able to show different behaviors of the AUT. As an exam-
ple, for AUT2 the crossover operator generates a new test
case executing the backup functionality after the changing
of its settings causing the execution of a different backup
scenario. Another example of unexplored code executed by
a crossover operator is, in AUTS5, the one related to the se-
quential execution of the insertion of a book in the book
list followed by the visualization of this book list. In the
test suite generated by HC, the visualization was executed
only with an empty book list whereas AGRippin were able
to visualize book lists that are not empty.

As regards the improvements in effectiveness due to the
mutation operator, we report two exemplar cases. An AUT1
functionality is the search in a vocabulary of a string in-
cluded in an input text field. Whereas the HC technique
only provided a random text to this input field, the muta-
tion operator implemented in AGRippin generated a new
test case with an input text value belonging to the equiv-
alence class of the English words. This mutation caused
the execution of a portion of code related to the retrieval of
the word in the dictionary and to the visualization of one
undiscovered interface showing the list including one or more
search results. Another example is the one found in AUTH4,
where the insertion of an input value belonging to the nega-
tive numbers equivalence class in a specific text field caused
the execution of a portion of code executing a validating
check that has not been tested by HC.

Finally, the combination technique has been applied in
two cases to explore two interfaces discovered in AUT1 and

11

interfaces caused a great improvement in code coverage (about
5% of improvement in both the cases).

4. CONCLUSIONS AND FUTURE WORKS

In this paper a novel search based testing technique has
been proposed and implemented in the context of Android
applications. We evaluated its effectiveness by carrying out
a case study involving five open source Android applications.
We demonstrated that the technique is more effective than
an Hill Climbing technique based on the systematic explo-
ration of the GUI events executable on an Android applica-
tion, in terms of source code coverage.

In order to generalize the promising results shown by this
preliminary experimentation, in future we will extend our
experimentation to a larger set of Android applications and
we will extend our comparative analysis to random tech-
niques and other techniques for automatic test case genera-
tion proposed in literature.

One of the objectives of the future experimentation will
be the tuning of the algorithm parameters values (such as
the crossover ratio, the mutation ratio, the number of it-
erations and the test suite size) and the evaluation of their
influence on the effectiveness of the generated test suites and
on the number of iterations needed to reach this level of ef-
fectiveness. As regards the crossover and mutation ratio, we
plan to implement a technique based on adaptive variations
(as the one proposed by Srinivas and Ptnaik in [21]) in or-
der to reduce the probability that the generated test suites
maintain the same coverage for many consecutive iterations,
as experienced in some of the case studies. As regards the
number of iterations we will carry out longer experiments in
order to evaluate if some phenomena of convergence of the
coverage to a global maximum may be observed. Finally,
we plan to test a variant of the technique in order to in-
crease the test suite size when new test cases are generated
by the Hill Climbing technique in order to avoid the loss of
important test cases due to the selection operator.
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