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Abstract—We study Controlled Query Evaluation (CQE), a
declarative approach to privacy-preserving query answering. In
particular, we focus on the application of CQE to ontologies and
analyze the possibility of using role cardinality restrictions in
the formulas expressing a data protection policy. We start from
an existing framework for CQE over DL-Lite ontologies, and
extend the policy language of the existing framework defining a
class of formulas (called numerical restriction axioms) with role
number restrictions. We show that the computational properties
of the existing framework are not affected by the extension of the
policy language. In particular, conjunctive query answering over
DL-Lite]t., ontologies under the CQE semantics (IGA) is still
FO-rewritable and is in AC° with respect to data complexity.

Index Terms—Description Logics, Information Disclosure, Nu-
merical Restrictions, First-Order Rewritability

I. INTRODUCTION

Controlled Query Evaluation (CQE) is an approach to
privacy-preserving query answering that recently has gained
attention in the context of ontologies and Description Logics
(DLs) [1]-[4]. In this framework, a data protection policy
is specified over an ontology in terms of logical statements
declaring confidential information that must not be revealed
to the users. Of course, the ontology may violate the data
protection policy. However, the enforcement of the policy can
be done in a virtual way, without modifying the ontology, but
changing the query answering mechanism, which filters the
answers provided to the users based on the policy.

Almost all the studies [3]-[6] conducted so far consider a
framework for CQE in which the policy is constituted by a set
of formulas, and each of such formulas is the negation of a
conjunctive query (without inequality/comparison predicates).
More precisely, a data protection policy is formalized through
a set of sentences of the form ¢ — |, where ¢ is a Boolean
conjunctive query over the concepts and roles of the ontology.

Although expressive, such a policy language does not seem
always sufficient to fully formalize data protection policies in
real-world domains. In particular, one of the most important
missing aspects is the possibility of expressing role/property
number (a.k.a. cardinality) restrictions in data protection for-
mulas. This seems a pivotal aspect towards the practical usage
of the CQE approach as shown in the following example.
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Example 1: During the initial phase of the Covid-19 vac-
cination campaign, the minors who have been given both
doses of the vaccine are only those with specific diseases.
This sensitive information can be kept secret by the following
DL concept inclusion axiom (where vaccinatedWith is the
role representing that an individual has been vaccinated with
a specific vaccine lot):

minor M (> 2 vaccinatedWith) C L

corresponding to the following negation of a conjunctive query
with inequality atoms:

minor(p) A vaccinatedWith(p, [;)A
vaccinatedWith(p, lo) Aly # 1o — L

E|p7lla l2'

In this paper, we try to fill this gap. Specifically, we
start from the framework for CQE over DL-Lite ontologies
studied in [5], and extend the policy language of such a
framework, defining a class of formulas called numerical
restrictions, which allow for the presence of (unqualified)
role number restrictions. Furthermore, we consider here the
DL-Lite]t, ontology language, which is more expressive than
DL-Liter studied in [5]. We show that the computational
properties of the framework presented in [5] are not affected
by the extension of the policy and the ontology language.
In particular, conjunctive query answering under the so-called
IGA semantics for CQE is still first-order (FO) rewritable and
thus is in AC® with respect to data complexity.

The rest of the paper is organized as follows. After some
preliminaries in Section II, we introduce the CQE framework
and the new policy language in Section III, and show the
computational properties of the new CQE framewok for the
DL-Lite]t, case in Section IV. Section V concludes the paper.

II. PRELIMINARIES

Description Logics (DLs) are fragments of FO logic using
only unary and binary predicates, called concepts and roles, re-
spectively. We assume to have the pairwise disjoint countably
infinite sets X, X g, > and Xy for atomic concepts, atomic
roles, constants (a.k.a. individuals), and variables, respec-
tively. A DL ontology O is a set 7 U.A, where 7 is the TBox



and A is the ABox, specifying intensional and extensional
knowledge, respectively. The set of atomic concepts and roles
occurring in O is the signature of . The semantics of O
is given in terms of FO models over the signature of O,
in the standard way. In particular, we consider only models
satisfying the unique name assumption (UNA). An ontology
O = T U A entails an FO sentence ¢ specified over the
signature of O, denoted O = ¢, if ¢ is implied by every
model of O. We say that an ontology is consistent if it has at
least one model, inconsistent otherwise. Also, we say that an
ABox A is consistent with (resp. inconsistent with) a TBox T,
if TUA is consistent (resp. inconsistent). Given a TBox T, we
denote by cly(-) the function that, for an ABox A consistent
with T, returns the deductive closure of A w.r.t. 7, i.e., the
set of ground atoms 7 such that T U A = ~.

As usual in DLs, complex concept and role expressions
are defined starting from atomic concepts and roles by ap-
plying suitable constructs. In this paper, we are interested in
TBoxes expressed in DL-Liz‘eF}'L"Om [7] (a.k.a. DL-Liter rn [8]),
a member of the extended DL-Lite family. The language for
DL-Lite}*  concepts and roles is defined as follows:

R:=P| P~ B:=A|3R| L

where A € YX¢, P € ¥g, B and R are basic concept and
basic role, respectively, P~ denotes the inverse of the atomic
role P, 3R denotes the unqualified existential restriction over
the basic role R, i.e., the set of individuals occurring as first
argument of R, and | denotes the empty concept.

A TBox T in DL-Lite]! . is a finite set of concept inclusion
assertions of the form B; M ...M B,, C B and role inclusion
assertions of the form R; T R,. Moreover, an ABox A is
simply a finite set of ground atoms. In the following, given a
TBox 7, an ABox A for 7 has the same signature as 7.

As for query answering, we focus on conjunctive queries
(CQs). For the sake of presentation, we limit our technical
treatment to Boolean CQs only, but our results can be extended
to non-Boolean CQs in the standard way. A Boolean CQ
(BCQ) q is an FO sentence of the form 3%.¢(%), where & are
variables in Xy, and ¢(Z) is a finite, non-empty conjunction
of atoms of the form «(t), where o € ¥¢ U X, and £ is a
tuple of terms, i.e., each component of t is either a constant
in X7 or a variable in Z.

Our complexity results are for data complexity, i.e., are w.r.t.
the size of the ABox only.

III. FRAMEWORK

We now extend the CQE framework studied in [5]. We
first recall that the policy considered in [5] accounts only for
denials, i.e., axioms of the form VZ.¢(Z) — L, such that
3Z2.¢(Z) is a BCQ. We enrich this policy language with (a
particular form of) numerical restrictions axioms [7]. More
formally, here numerical restrictions are axioms of the form:

Ay NA N (>mR)N--M(>npRy) T L (1)

where £k > 0, h > 0, k+h > 1, each A; is an atomic concept,
and each (> n;R;) denotes a number restriction, where R;

is basic role and n; is a positive integer. We recall that each
(> n;R;) in (1) corresponds to the FO sentence

71/’!74)7

where either R;(z,y;) = P;(z,y;) if R; = P; or R;(x,y;) =
Pi(yj,x) if R; = P, for 1 < j < n;, and ineq(yi,...,Yn,)
is the conjunction of all inequalities y; # y; such that ¢, j €
{1,...,n;} and ¢ # j. In more intuitive terms, (> n;R;)
denotes the set of objects that participate at least n; times in
the role R;. Observe that (> 1R) is equivalent to IR.

A policy P over a TBox 7 is a finite set of denials and
numerical restrictions (i.e., axioms of the form of (1)), both
specified over the signature of 7. An £ CQE specification £
is a pair (7,P), where T is a TBox expressed in the DL £
and P is a policy over 7 such that 7 U P is consistent. An
ABox A for £ is an ABox for 7 such that 7 U.A is consistent.

A GA (Ground Atom) censor [5], [6] for an £ CQE
specification £ = (T, P) is a function cens(-) that, given an
ABox A for &, returns a set cens(A) C cly(A) such that
T UP Ucens(A) is consistent.

A GA censor cens(+) for & = (T,P) is said to be optimal
if there is no other GA censor cens’(-) for £ such that
(i) cens(A) C cens'(A) for each ABox A for &; and (if)
cens(A) C cens’(A) for an ABox A for £. We denote by
OptCensg the set of all optimal GA censors for £.

Example 2: Consider the CQE specification £ = (T, P),
where P contains the numerical restriction of Example 1, and
T = {minor C person, IvaccinatedWith™ C vaccinelot},
i.e., 7 says that minors are persons, and that an individual
can be vaccinated only with vaccine lots. The function cens
below is an optimal GA censor for &:

3z, 91, - o Yn, Ri(z,y1) A AR (2, yn, ) Nineq(yr, - . -

cens: given an ABox A, cens(.A) returns the set of ground
atoms obtained by removing minor(o) from cly(A), for each
individual o such that, for some individuals {1 and [2, both
vaccinatedWith(o, (1) and vaccinatedWith(o,(2) are in A.

In the following, we focus on the IGA censor proposed
in [5], [6], which is a particularly well-behaved type of GA
censor allowing to soundly approximate the skeptical reason-
ing over all optimal GA censors. Notice that, by definition,
the IGA censor is unique.

Definition 1: The IGA censor cens;ga(-) for a CQE spec-
ification £ = (T, P) is the function such that cens;g4(A) =

cens(-) €0ptCens, <€Ns(A), for each ABox A for £.

Example 3: Consider the CQE specification & = (T, P) of

Example 2, and the following ABox for &:

A = { minor(sam), vaccinatedWith(sam, [21),
vaccinatedWith(sam, (85), minor(tom),
vaccinatedWith(tom, [44)}.

We have that:

censyga(A) = { person(sam), person(tom), minor(tom),

vaccinatedWith(tom, [44), vaccineLot(I21),

vaccinelLot(I85), vaccinelLot(144)}.
We conclude this section by defining the decision problem
we are interested in, and which we study in the context of

DL-Lite]!, CQE specifications in the next section.



Definition 2: Let €& = (T,P) be an L CQE speci-
fications, A be an ABox for &£, and ¢ be a BCQ. IGA-
Cens-Ent(T,P, A,q) is the problem of deciding whether
T Ucensiga(A) E q.

IV. COMPLEXITY RESULTS

In this section we study the data complexity of
IGA-Cens-Ent for CQE specifications whose TBox is specified
in DL-Liter,m. We first notice that simply combining a TBox
in this language with a policy containing numerical restrictions
leads to deal with ontologies where standard BCQ entailment
(i.e., not under censors) does not enjoy the nice computational
property of the logics of the DL-Lite family, i.e., this problem
is not in AC? in data complexity [7], [8]. To regain member-
ship in AC?, DL-Lite dialects allowing for both role inclusions
and number restrictions impose a syntactic condition that
limits the interaction between these two constructs. To this
aim, we here cast in our framework condition (Ags) adopted
in [7]. Namely, we say that a set S of DL-Lite]'  TBox
assertions, denials, and numerical restrictions is safe if for
every number restriction (> n;R;), with n; > 2, occurring in
an axiom of the form (1) in S we have that both R; and R,
do not occur in the right-hand side of role inclusion assertions
in S. Then, we say that a DL-Lite]', CQE specification
E = (T,P) is safe if T UP is safe.

In the following, we show that BCQ entailment under IGA
censors for safe DL-Lite}t, CQE specifications is in AC? in
data complexity. We achieve this result by showing that the
above problem is FO rewritable, i.e., for every safe DL-Lite]?,,
CQE specification £ = (7,P) and every BCQ ¢, one can
effectively compute an FO query ¢,, such that for every ABox
A for €, IGA-Cens-Ent(T, P, A, q) is true iff A = g,. We call
qr the IGA-perfect reformulation of q with respect to .

To obtain the above result, we look for a correspondence
between IGA-Cens-Ent and the analogous entailment problem
in consistent query answering (CQA) over ontologies [9], a
connection that we have already investigated in [4], [5]. In
particular, for the less expressive CQE framework of [5], we
have shown that BCQ entailment under IGA censors can be
reduced to BCQ entailment in CQA under the so-called IAR
semantics. This is an interesting result since the latter problem
is FO rewritable. Here, we adopt the same approach, but
considering more expressive ontology and policy languages.

We proceed as follows: (i) we first recall the IAR semantics
in CQA; (ii) we show that, when the TBox is a safe set
of DL-LiteZ'ém assertions, denials, and numerical restrictions,
BCQ entailment under IAR semantics is FO rewritable (notice
that this is a novel result that is valuable per se in the context
of CQA); (7i7) we finally extend the above rewritability result
to IGA-Cens-Ent in our framework.

Let us start with the IAR-semantics. Formally, given an
ontology O = T U A, an ABox repair (A-repair) of O
is an inclusion-maximal subset A, of A such that the on-
tology 7 U A, is consistent. Then, the IAR-repair of O is
defined as the intersection of all A-repairs of O. Let ¢ be a
BCQ, IAR-Ent(T, A, q) is the problem of verifying whether

T U Ajer E ¢, where A;q, is the IAR-repair of O. FO
rewritability of BCQ entailment under the IAR-semantics for a
DL L is defined as usual: we say that the above problem is FO
rewritable if for every TBox in £ and every BCQ ¢, one can
effectively compute a first-order query ¢, such that for every
ABox A, IAR-Ent(T, A, q) is true if and only if A |= ¢,. We
call g, the IAR-perfect reformulation of q with respect to 7.

We now deal with point (ii) above. To this aim, we need a
preliminary definition.

Definition 3: Given an ontology O = T U A, a Minimal
Inconsistent Set in O is a set MIS C A, such that (a) MIS
is inconsistent with 7 (b) MIS is minimal, i.e., MIS\ {a} is
consistent with 7, for every o € MIS.

From the definition of IAR-repair it immediately follows
that the IAR-repair of O can be obtained by removing from
A all the ground atoms participating in at least a minimal
inconsistent set in O.

We now prove an important property that is needed to show
the first-order rewritability of IAR-entailment.

Lemma 1: Let T be a TBox constituted by a safe set
of DL-Lite]  assertions, denials, and numerical restrictions.
For every ABox A for 7T, the maximal size of a minimal
inconsistent set of 7 U A is independent of the size of A.
Proof. [sketch] Let N and M be the number of atomic
concepts and atomic roles in T, respectively, let k the maximal
size of a denial in 7, i.e., the maximal number of atoms in the
CQ in the left-hand side of a denial, and let h be the maximal
h in axioms of the form (1) in 7. It can be shown that the
maximal size of a non-redundant denial' that can be inferred
by T is IAc(N +2M) (since every atom can be at most rewritten
into a conjunction of atoms corresponding to all basic concepts
constructible on the signature of 7). Then, the maximal size
of a minimal inconsistent set in 7 U A violating a denial is
k(N 42M), which is independent from the size of the ABox.

As for numerical restrictions, the maximal size of a non-
redundant numerical restriction that can be inferred by 7 is
N +2M + h. Indeed, one such axiom p can conjoin at most [V
atomic concepts, M number restriction of the form (> 1P),
and M number restriction of the form (> 1P~), where P
is an atomic role. It remains to prove that p cannot conjoin
more than & number restrictions of the form (> n;R;), with
n; > 2, but this follows easily from the safeness condition
imposed on the TBox. Let now 7 be the maximal integer
occurring in an axiom of the form (1). The maximal size of
a minimal inconsistent set in 7 U A violating a numerical
restriction is bounded by N + 2M + h. Indeed, to violate
one such axiom p of maximal size, we need at most N ABox
assertions to match the at most N atomic concepts occurring
in p, at most 2M ABox assertions to match the at most 2A/
number restrictions of the form (> 1R) occurring in p, and at
most 7 ABox assertions to match each number restriction of
the form (> gR), with g < 71, occurring in p (which contains

! A non-redundant formula p is such that there is no other formula p’ derived
by 7 such that p’ = p.



h such restrictions). Again, N +2M + his independent from
the size of the ABox. L]

The next theorem concludes point (i¢) of our investigation.

Theorem 1: BCQ entailment under the IAR-semantics for
safe sets of DL-Lite]'  assertions, denials, and numerical
restrictions is FO rewritable, and thus in ACY in data com-
plexity.
Proof. [Sketch] To prove the thesis we can adapt the algo-
rithm for BCQ entailment in DL-Lite 4 ;q qern, under the IAR-
semantics, which has been shown to be first-order rewritable
in [9]. Indeed, by Lemma 1 we have that the maximal size
of a minimal inconsistent set in our setting is independent
on the size of the ABox, which is a crucial property holding
for DL-Lite 4 iq den ontologies and exploited in [9]. We recall
that the algorithm IAR-Rewriting given in [9] makes use of
the procedures MinUnsatQuery and PerfectRef. The former
computes a first-order query whose evaluation over the ABox
identifies all minimal inconsistent sets of an ontology, whereas
the latter is used to initially rewrite the input BCQ according
to the positive inclusions in the TBox. To devise our query
rewriting algorithm it is sufficient to extend the procedure
MinUnsatQuery to manage the presence of numerical restric-
tions in the TBox. Furthermore, we need to adopt the version
of PerfectRef proposed in [8] to deal with conjunctions of
concepts in the left-hand side of positive inclusions. m

We now turn our attention to /GA-Cens-Ent. The following
key result can be proved analogously to [5, Theorem 6].

Theorem 2: Let & = (T,P) be a safe DL-Lite]t,
CQE specification, 4 be an ABox for &£, and ¢ be a
BCQ. IGA-Cens-Ent(T,P,A,q) is true iff JAR-Ent(T U
P,clr(A),q) is true.

According to the above result, to solve IGA-Cens-Ent we
first have to compute clr(A) and then we can resort to a
query rewriting technique to solve IAR-Ent. We can in fact
avoid the computation of cly(.A) with an additional rewriting
step. To this aim, we define below the function atomRewr,
which extends to DL-Lite]’, the analogous function given
in [5]. More precisely, given a DL-LitehHm TBox and a BCQ ¢,
atomRewr(g, T') substitutes each atom « of ¢ with the formula
¢(a) defined as follows:

d(A(t) = P(t);
TEMP_, BREA
$(P(t,ta)) = \/ Stita) v \/ Sltat)
TESCP TES—CP

where A is an atomic concept, each By is a basic concept, P
and S are atomic roles, t,t1,ty are terms, i.e., each of them
is either a variable or a constant, 1 (t) = A;_; Ax(t) and for
1 <k <n, A\(t) can assume one of the following forms:
- A (t) = A'(t), if By, = A’ with A’ an atomic concept,
- A (t) = Fx.P'(t, x), if By = 3P’ with P’ an atomic role,
- Ak(t) = Fx.P'(x,t), if By = IP’~ with P’ an atomic role.
It is easy to see that atomRewr(q, 7') returns an FO query.
The following lemma, whose proof can be immediately ob-
tained from the definitions of clr(-) and atomRewr(+, -), states
the property we are looking for.

Lemma 2: Let T be a DL-Lite}t, TBox, A be an ABox,
and ¢ be an FO sentence. Then clr(A) | ¢ iff A =
atomRewr(q, T).

We are now able to establish FO rewritability of /GA-Cens-
Ent in our setting.

Lemma 3: Let & = (T,P) be a DL-Lite]t,, safe CQE
specification, ¢ be a BCQ, and ¢, be an FO sentence that is
the IAR-perfect reformulation of ¢ w.r.t. 7 UP. Then, the FO
sentence atomRewr(g,., T) is the IGA-perfect reformulation
of g wrt. £.

Proof. [sketch] From the definition of IAR-perfect reformula-
tion, we have that, for every ABox A for 7, IAR-Ent(T U
P,clr(A),q) is true iff clr(A) E ¢ By Lemma 2,

clr(A) E ¢ iff A = atomRewr(r,,7). By Theo-
rem 2, we then have that JAR-Ent(T U P,clr(A),q) iff
IGA-Cens-Ent(T,P,clr(A),q). .

Below we exhibit the main result of this section, which is
a consequence of Theorem 1 and Lemma 3.

Theorem 3: BCQ entailment under IGA censors for safe
DL-Lite], CQE specifications is FO rewritable, and thus in
ACY in data complexity.

V. CONCLUSIONS

In this paper we focused on policy axioms containing
unqualified number restrictions of the form (> nR). The next
step is to consider their qualified version, i.e., restrictions of
the kind (> nR.C). Of course, number restrictions of the form
(< nR) or (< nR.C) are also of interest. This latter extension
requires some major development, since standard inference
with this kind of atoms in policy axioms would infer positive
knowledge when coupled with the TBox, which is something
that is not considered in the current version of our framework.
We finally remark that we are currently working to implement
our approach, extending the development presented in [6].
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